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#define LOG_BUF_LEN (65536)
static char log_buffLOG BUF _LEN]
unsigned long log_size = 0;

static unsigned long log_start = 0;

static unsigned long logged char = 0;

int sys_syslog(int type, char *buf, int len)
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=~ Kernel event data
= = ¢ Log buffer data

Daemon(sysldgd, klogd)

[T e

User 22!

Linux 22 ¢
g et by
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(¥ D 5L 23 Al&H

<% 3> syslog level

Level Function
LOG_CRIT log a critical message
LOG_DEBUG log a debug level message
LOG_EMERG log an emergency message
LOQ_ERR log an error message
LOG_INFO log an informational message
LOG_NOTICE Log'a notice message
LOG_WARNING | log a warning céndition

<E 4> syslog type

type Function

0 close the log book NOP return = 0

1 open the log book NOP retum = 0

2 read from the log book

3 read to the last 4KB of messages in the ring buffer

4 read & clear last 4KB of messages in the ring buffer

5 clear ring buffer

6 disable printk's to console

7 enable printk's to console

8 set log level of messages printed to console

-203-

<3 5> syslog facilities

Facilities Function
specifies that the current
message is type AUTH

LOG_AUTHPRIV| (a security, authentication,

or authorization notification).

LOG CRON specifies a clock daemon
- (cron/at)message.

LOG DAEMON specifies a system daemon ‘
- message.

LOG_KERN specifies a kernel message.

LOG LPR specifies a line printer
= daemon message.

LOG MAIL specifies a mail subsystem
- message.

LOG NEWS specifies an Usenet news
- message.

LOG SYSLOG speqﬁes an internal sysiog
- message.

LOG USER specifies a generic user
- message.

LOG _UUCP specifies a UUCP message.
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wtmp: Al="o] A&

lastlog: @52 Al2do] EAsteE ZE AR
Zke] alzjet H& 71 &, oA gdr 7| E,
“lastlog” app AF-&.

meésagest syslogd(app)® klogd(ker)ol 2] &l
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AHA 712 PAM W& 7] E.

xferlog: FTP Z2EZE ¢ #z59 FH/54
AR 7E d2E 7.

httpd logs: WAWe] HF =2
access_log, error_log #Y 2 &4
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[root@flamy log]lH# 1
total 380 )
—-rw-r——r-—-— 1 root root 116089 Sep 19 14:57 boot.leog
—rw————— 1 root root 7751 Sep 19 22:38 cron
—ru-r——r—— 1 root root 3492 Sep 19 14:56 dmesg
—rw-r—-r—— 1 root root 8 Jan 3 20800 htmlaccess.log
drwxr—-xr—x 2 root root 4096 Sep 16 B84:82 httpd/
druwx———-—=— 2 root root 4096 Dec 14 1999 iptraf/
-rw-r——rv-—-— 1 root root 148044 Sep 19 22:32 lastlog
—ry——————— 1 root root 1397 Sep 19 14:57 maillog
—rW——————— 1 reoot root 68065 Sep 19 22:37 messages
—rw—r-—r-- 1 root root 8 Sep 2 04:02 netconf.log
druwxrwxr—x 3 news news 4096 Jan 3 2000 news/
—rw—————— 1 root root 8 Nov 22 1999 pacct
—rw-————— 1 root root 5634 Sep 16 B1:03 procmail
drwg—————— 2 root root 40946 Jan 3 2000 samba/
—pFW—————— 1 root root 8 Nov 22 1999 savacct
—ru-—————— 1 root root 1274 Sep 19 22:32 secure
-rw-r——r—— 1 root root 672 Aug 16 13:59 sendmail.st
—ruw——————— 1 root root 9 Sep 16 BAL:5:B2 spooler
drwxr—x——— 2 squid squid 4096 Jan 3 2800 squid/
—rw-—————- 1 root root 8 Sep 2 84:82 sudo.log
—rW——————— 1 root root 31 Aug &4 04:02 sudo.log.1.gz
—FW——— == 1 root root 31 Jul 25 19:08 sudo.log.2.gz
—ryY-—————- 1 root root 31 Jan 3 2800 sudo.leg.3.gz
—ruy-—-————- 1 root root 8 Nov 22 1999 usracct
drwxr—xXr—x 2 uucp uucp 4896 Jan 3 2800 uucp/
drwxr—Xr—x 2 root root 4096 Jan 10 2900 vbox/
—rw-rw-§F-—— 1 root utmp 135168 Sep 19 22:32 wtmp
—rw-yr——-vr—— 1 root root 9945 Sep 19 16:32 xdm—error.log
—trw—r——r-—— 1 root nobody 61942 Sep 19 16:24 xferlog
[root@Flamy logl# ]
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Real~time Audit Trail System
Smatcat | 098 e ———
Authentication Usef programs o | 203UR 3203 4=y
User level libraries || s "}
Kernel level h Hgelogd ;|
R
| : |
Process control File subsystem : I :
DAC check x...l_. ;——i—, |
B audt | | db_func ==
! =
I
) Reference monitor ] !
Hacking check M=y roroeeeeemeees - X ]
1 MAC cheok ) |
................ I
L 3 !
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encryption/decryption
| Seporieapin wom |-
I data file
Hardware resource database

(¥ 3) MLS g2 A A" 32

MLS Al2ad"o ERutte 23 A2 MACo]
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Syslogd
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I
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user 1
. kernel ;
Log book
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o2 Aojse] Yot FRWE HAL & Aok 2

=AM FEE FZA 4 A" AL HHE H
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AAs e AHEE 5 UA mysqlll5,16] o] €l uo] A
=2 Alg3te] db_open() ¥4, db_close() ¥,
2] db_query() &€ A = HASAC

db_open()

mysal database initialize
mysql_init(} if 0, F
mysql_init() if 1, T

mysal database connection
mysql_connect() if NULL, F
mysal_connect(} if not NULL, T

mysql database query
Create database

mysal_query(} it 0, T
mysal_aueryl) if 1, F

if(mysal_auery(})

mysql database guery
Overlap check
mysal_auery(} if 0. T
mysal_query() if not 0, F

1f(imysal_query()) Ersor
mysal database query
Using{open) sheck
mysal_query() if 0. T
mysal_query(} if not 0, F
1f{imysal_query{)) Error

(0¥ 5 73 g5

sys_unlink_log(}

MLS log data struct
atm_node *mp, *atsp=NULL:

lock_kernel()

IHNULL = (mp= atsp))

parameter
Int=0,F
Int!=0,T

Log book 1A AER & T
%oZ 21 X BA

copy_to_user() atm_free()
v
unlock_kernel()
(19 6) Audit 3+
EA, A2y 3FE ol &3l Ad dd9 e
¢l log bookdlA 22 HABE 7HHLE auditd+E

A AT
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getlogd

" unlink_log{int, &data) 9 X
W OT 3 intl 2d 22 |
AT EA
Int=10101 =4 (x)
int=0 012 24t (o)

‘ ZA 3%
WAX 2A

T
Sleep(1)

unlink_log(0, &data)

\

|
#234
3

localtime )

y

e 23
HAX 2A
N "y
unlink_Jog(1, &data)

(g 7 AAZE A 3 dE

BN B2
GolE 3

db_close()

2) +&

MLS 252 Al2=ge HHer] fslide A
AFo} tAEA FPH ok e} AEz AF 3}
W Z7le A€ ID(Identifier)®t PIN(Personal
Identifier Number)& Y83t A&l QIF & AA
g}, ojw) HetsFol HHE HRE AvlE J=8
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A AH HolEl7E Aol HE FAL FH A"
A A ARE o]83ld BAH FHE & F ge
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th ZA ARE A 8 Al2g sHoA 72 A
HE Ad3lg 2E A} HRE B 5 ded 9
HARE (28 99 Jehd AFY 2o} A FR =
Az, ZR2AA ARRRL ZSE B, &7 A,
MAC 2A 9%, 281 dAx §8 59 AR ¢
olEo] gt a3l M- wAx {FH=
DAC® MAC7F 9ttt 233 ready} permission
denied 5& A% ARE veEdt dAlR ot o
3 ABE ol&3ly H¢ #EAE A AlaH)
Berg Q% # 9t
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Jawz a9 =3 32 sz saw _
{8 @& . @ & & 2
]Nshe uema wews wAE WU MW 04 Tudw wSdw A1 N33y B

98 Iselect ditm, ouid,uid,pname, mame, hckdmn, setuid, mt,msg from adt order by dttm desc;

A [ wognid | wserid | mease | mawm | gwsn | wwan | ouxnss |

2008-09-30 11:06:20 root nobody hitpd bannerd.gif 0 [ dac permission denied
2000-909-30 11:06:20 root nobody hitpd bannerd.gif 0 ] dac permission denied
2000-03-30 11:06:20 root nobody hitpd banner2.gif 0 8 dac permission denied
2000-09-30 11:06:20 root nobody hitpd banner! .gif 0 i} dac permission denied
2000-09-30 11:06:20 root nobody hitpd spacedot gif 0 8 dac permission denied
2008-09-30 11:06:20 root nobody hitpd bluedot gif 0 0 dac permission denied
2000-09-30 11:06:20 root nobody httpd news.gif ] 0 dac permission denied
2000-09-30 11:06:20 root nobody httpd menubar gif [y 0 dac permission denied
2000-09-30 11:06:20 root nobody httpd res.gif 4 0 dac permission denied
2000-09-30 11:06:20 root nobody httpd cus.gif [ 0 dac permission denied
2000-09-30 11:06:26 root nobody hitpd com.gif 0 0 dac permission denied
2000-09-30 11:06:20 root nobody httpd pro.gif g 0 dac permission denied
2000-03-30 11:06:20 root nocbody httpd main.gif g 0 dac permission denied
2000-09-30 11:06:20 toot nebody hitpd secu.gif 0 ] dac permission denied
2000-09-30 11:06:20 root nebody hitpd 1s_back gif 0 0 dac permission denied
2000-03-30 11:06:20 root nobody hitpd index html 0 0 mac read

2000-09-30 11:06:20 root nobody hitpd top_menu himk [} 0 mac read

2000-09-30 11:06:20 root nobody hitpd index2 himl 0 o mac read

2000-03-30 11:06:13 oot nobody hitpd bluedat gif 0 0 dac permission denied
2000-09-30 11:08:19 oot nobody hitpd news.gif 0 ] dac permission denied
2000-03-30 11:06:18 root nobady hipd menubar.gif )] 0 dac pemission denied
2000-09-30 11:06:13 root nobady hitpd res.gif 0 0 dac permission denied
2000-09-30 11:06:18 - oot nobody httpd cus.gif 0 0 dac pemission denied
2000-09-30 11:06:19 root nobody hitpd com.gif 0 [ dac pemission denied
2080-09-30 11:06:19 root nobody httpd pro.gif 0 0 dac permission denied
2000-09-30 11:06:19 root nobody hitpd main.gif 0 0 dac permission denied
2000-09-30 11:06:19 root nobody hitpd secu.gif 0 il dac permission denied
2000-09-30 11:06:19 root nobody hitpd ts_back gif 0 g- dac permission denied
2080-09-30 11:.06:19 root nobody hitpd index html 0 0 mac read

2000-09-30 11:06:1% root nobody hitpd top_menu.htmi 0 Q mac read

2000-09-30 11:06:19 root nobody hitpd index2 htmt 0 0 mac read

1897 data were searched.

(28 9) ZA AR

OZIN2 T3 5 8 c8v

EET O RV

, @
TN msAE WE NTIE B 2

init IRl em] sm [ 2 a] oz jweosar vosg| wsws [ o 8] weosaza | FER ) [
[—Kflushad Lo U T 70X Y U T = L TRTGeNy
‘::r::"’ 45 0 o 705 1 0 0 - mt mingetty
1 kswapd 48 1} 1] 708 1 1] 0 - init mingetty
r—mdrecoveryd 47 0 1] 707 1 0 1] - init mingefty
_;m;zap 48 Q 0 708 1 0 0 - init mingetty
_s:s,ugd 49 0 0 709 1 0 o - init kem
I—klogd 50 o 0 710 1 0 0 - init getiogd
Eé"’.‘;"‘:‘ o 51 102 102 "7 847 0 0 - mysqd mysqld
ride
[ denta 52 i 0 727 709 0 0 - kam X
|—identd 53 [} 0 730 709 0 0 - kom Kam
—:39": 54 [} 0 740 730 0 0 - kdm Ywm
—iden
|_identd 55 o 0 801 740 0 1] - kwm kpanel
|- tdenta 6 0 0 802 740 0 0 - kwm Kfm
[—identd s7 1] 0 803 740 0 0 - kwm xrootwm
I—identd
L idortd 58 [} 0 804 740 0 0 - kwm ami
| ata 59 0 0 805 740 0 0 - kwm Kbgndwm
[—crond 60 1] 0 822 740 1] a - kwm hanterm
:f:;:“'“ &1 0 0 823 740 0 0 - kwm nanterm
L sshd 62 0 0 832 823 0 0 -  hanterm bash
—~Ipd B3 1] 1] 833 8z2 o o - hanterm bash
[~rpe.statd 64 [ 0 896 1 0 6 - it kemiaptop
— sendmait
| gpm 65 1] [1] 917 802 [} a - kfm ksnapshot
Syhitpo 5 86 0 0 925 802 4 o - Kfm web
- :"P‘; 7 102 102 926 647 [ o - mysqd mysald
_hﬁd il ee [ 0 927 802 0 s - km web
|-nttpa ] e 102 102 928 647 0 0 - mysqd mysqld
69 processes are running [

(¥ 10) AA Z2 A 20
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FR0ERY

i o0 5 1 DHT Y it hipd
hipd A AR N DHPT Y hipd hipd
bipd (R T I | DHRT ¥ hipd hipd
:g’;: [ D I DHPT Y hipd hipd

509 % S %0 OHT ¥ hipd htpd
% % w5 0 DHPT Y hipd htpd
f
6 processes are running
(2 1) AP T A2 A AR
A ARE 2zt AR, TRAA B FF 5 24 2

2 2 ARE olgd £ 9k =3 EAH HEE
Qe A, B BEAE ZA AR HojEo A
Ad ERARRBNS 7AL F Aok F oA AHEF
Q Z2A2e ABE BN Fud, FA FH
AN2"e E3lo] HojgHlo]2E AM3n =4
nEsE Y52 FRATG HAZer BNE &+ o
t},

(g 1002 dA Aaddd &3
£ Je3 ) doleiviolxe] Tz AA ARE
B% 288 Aot} BRE ZR A A EF ZZA
29 httpdell #3 T2 A2 HHE EE F4, H
olg o] 2o AeolE o httpdo} T3 FA AAF
Ql T2 AATe] APwtS £HAZ $ o) (29
1DL <8 & & B Zidd, A A3 gH, B
¢t 2F, BrREZNA EZNA 9 IF AL
5 J1€d A A ARV BE uehga 9l
Q3e ARE F7I2 JAEA WA 7M53h

e RE Z2As

2 =FdrEe DACS MACe AAL F3ld
MLS 852 A28 FHIA o gx2 Al2gd
AN 2 A FH o] J5eRE dojEwel st
3t 2 71%E FUsIAT 2o HAA BAE
71&9 gls2 Alz®ld HAE Hsld 12 7T
F71 F@IAch AAT WA AAes YL
A3 A8 FF 2 ¥UBE AAE F U
t71e S A3 F gloke Fdo] k. ol F
A 33 AlAa"RE ALEA AFol oid A AF
A T Bl V)5 g AP ez FEEdg. o
A, A2" yR 2 YENIE 53 9o <
B A8 WA Fo AANDLE AT F Y& A
ojnj, 7|&9] FYZ{Z A AFde 21 HAEBEG F
o FAAF) vy ARE s FHY F
Aok =3 AL FHo Hed 20 FRE AAE
A He B A & AR AFHE £ e
W, ARgAL7E §o)Et A AlEo]l JHEIES e H o]
25 X-Window & #8&3le] FE3s19 o

=2 oy T o
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