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Abstract

This paper describes design of cryptographic processor which can execute SEED, DES, and triple

DES encryption algorithm. To satisfy flexible architecture and area-efficient structure, the processor

has 1 unrolled loop structure with hardware sharing and can support four standard mode, such as

ECB, CBC, CFB, and OFB modes. To reduce overhead of key computation, the precomputation

technique is used. Also to eliminate increase of processing time due to data input and output time,

background I/O technique is used which data input and output operation execute in parallel with

encryption operation of cryptographic processor. The cryptographic processor is designed using 2.5V

0.25 pm CMOS technology and consists of about 34.8K gates. Its peak performances is about 250

Mbps under 100 Mhz ECB SEED
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mode and 125 Mbps under 100 Mhz triple DES mode.
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