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~ Digital Watermarking2| & 2|

Robust and invisible embedding of an IP protection information

(a code) into a digital content (still image, video sequences, sound, text)

Characteristics:

>

>

Secret watermark: readable only with the secret key used to embed

Code which allows to associate IP protection information with
the content and/or to identify the content

Robust against “attacks” and resistant to compression,
ideally not erasable without the secret key

Always present, even afler multiple generations, format
conversion, diffusion chain,...

Totally undetectable and transparent to users
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Encryption vs. Watermarking
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Attacks

- Low-pass filtering: diminishes image quality

- lines and/or columns removal(cropping): implies a resynchronization
before retrieval, difficult to face to a certain extend, but the
image is smaller

- Geometrical manipulations (rotations, rescaling, affine transform):
difficult to face to a certain extend, but diminishes image quality

- D/A/D conversions: diminishes image quality
- Additive noise: diminishes image quality

- Collusion: different users having the same image with different
watermarks collaborate
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Performance Analysis

SNSRI SRS AT 2 T

- Invisibility (major issue)
- Data rate (not always an issue)
- Robustness to compression (major issue)

- Resistance to main attacks (depends on the application)

-, ETRI R HBIEHTA

Approaches

foasco® el St et S b R

- Spatial domain (most of the methods):
luminance modification (Digimarc, Philips, UCL-OCTALIS SW)
chrominance modification (literature)

- Transform domain :
DCT (IBM/NEC, SONY)
DCT blocks (OCTALIS HW)
DFT (literature)
Fourier-Mellin transform(literature)
wavelets (literature)
fractals (literature)
MPEG (Philips, AT&T)
perceptual criteria (UCL, literature)
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Commercial Products

SOFTWARE HARDWARE

Alpha Tech (Eikonamark) IBM/NEC

Blue Spike (Giovanni) Macrovision/DIGIMARC
CRL-Thorn EMI Matsushita

Datamark Philips

DIGIMARC SONY

Informix (NEC) Hitachi

MediaSec Telstra

R3S

Signafy

Signum Technologies

£ ETRI fd.BadEATL
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Example : OCTALIS Wateramrking

Watermarked image

Source image Watermark Processing

Watermark
Insertion
-
Ll
DCT [— > IDCT
J 1 I\\ 1
Pseudo random \
selection of a list The relation between 2
of blocks (secret coefficients encodes the
key driven) bit.
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Example : OCTALIS Wateramrking

IRV DR A

Monitoring Processing

»| Watermark

DCT |— .
it Extraction

e skl A
Pseudo random \\

selection of a list The relation between 2

of blocks (secret coefficients encodes the
key driven) bit.
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