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2.1 Buffer Overflow Attack
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fp of function
sp of main

[ret] [buffer?] » [ret] [bufferl]
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sp of function fp of main
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\xff/bin/sh”
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o, £GAA] gt xelst ded, retollA o] Z=
71722 Fo2M root shell& APAIFA 2

=

o)

I

HZ 774 7YY ICMP 4o,

<™ 2> o], HH 2uEES Al do

fp of function
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sp of function fp of main

N(N OPeration) : null 94*&
del BHo= A14(0x90)
S(Shell code) : root shell9] assembly code
R(Return address) : N8| &4 g
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2.2. Denial of Service Attack
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« Bandwidth Consumption

» Resource Starvation

» Programming Flaw
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2.2.1 SYN Flooding
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2.2.3 Teardrop
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2.3 ICMP Tunneling
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