ol EIE £42 @ Al SR

a2 o
Agysda  dadE
{sgpark, bongnam}@athena.chonnam.ac.kr

Java Applet Security by Bytecode Modification

Sang-Kil Park” Bong-Nam Noh
Dept. of Computer Science, Chon-Nam National University

o o
ZHuF7FA 7] A (JVM ¢ Java Virtual Machine)y A8 Mo dHlo]Ezm= 2 #Ql = ﬁ}°]‘:ih HE719
AABAANA HHsti: vlo]EFE A ZHE Lo} A fEFsle Muls 21014, A&

48 &ol7] 9% 2Ae 93 ARE Aeule] HAGAL, AAALE 9 Zatel m S AHg
Aol R BT % 5 Uk ARATAE B HAT D5 S FAsd g ol vrelE

I SRS ol YUY FASE ANLL, Mol mAn £l AL ST FA dan 12
FAel At gAs $F S Aue) FEYE 1§D, final FAS AR =AY P57
Wi FAst dan £EA wolE 3= £3% @k dar £F 58 welEns 9w
Constant Poolg +3 %k telE mx +£3% Agstw YA8l, Feholom, Bebpqol e ojma

Hxel AE daglol LAl AuoA fajdalaE Safe FHA2 FHG F HafHed Bl

1. A& oAl KA Alx" 2ol AFGoZRE upe] AP
Aupzza @2 AAY AR delxe TFEA 2 o AY¥E risAdel denz e A8 Aol i

A% FHog sdEd. oo mEe Age wy) @AW UYEe] dasid

Al AERY Atz aPe dPstride velE =

T oASVIE #lsta, e £4F%5E gAd 1 22 7R §F

U, olel & W E e (run time)Alol wpE A skA % YrehsHqee JEH RuEHE 2o &3 ug o
o ABAAY FAEE YAt Fadd wetM ofE EddA MR g2 #3dg Fodrh o EFYE A1gale
gl 4o dFE vAE vAZ(method) s S AHEAH9 WA R E URL ool dESY HAAdE ALgstd HE

[ golatA AAE F AT WHo] "asiy mo] & 4 don BaLHA 9 EAF HojAE z2xsg
3 3 (bytecode modification)e HEIY oA 1 H=RY £ gk M5 £ & A9z E 399
fEGE HolERE FEAM FATY slolERE £ oid AAd HZ, NEH HR FHFoln ol
HA FrtEe HEEL A9 Algd el #AEn AGuHE o &3 ofFY HF it %—’}lfl AR E B
A o] st °H“‘5&°1 715& Agstn oz A ofgt 3 ofEale PAE UHAL T TAE 4 g2l
HtAdol g A F-gho H}"] EIE 55 $HE 2updo

2k FEE Myfin Z5A AHE ALSEY vlolexs 23 9453

ol Ao Z Hsﬂ jauaClass 7] A& AX 35 Safe & AF FH0M = T4 ZPL ARERE7E woty) dEE R

Bt 2t ggEs Fobduls] Ae A4 Uelsg Fol7] As IRE Ans 44w
o AEse ot Sgelu, a9% A A g
2. At AER et 5 URIT; Bebe Ao Wol Yl ejube] BT
Angol oA 2 AEde) fUU FAYY b 4 hElel Al 2%9 URLE RoFE 28
P ERL R R S ZoE AERE AEAT sl Da AU A
S At etk e e Seel

=F

2.1 Aujx AR 24 3= URLo| thgt Aol & F3f aliH 7Hasiti(3].
2t Al MEl2 AR FAC g BEv)ee

Aol AFehA Berh AEYo] CPU AAzhe %4 24 AFY &

Sl AAWE WA S, ASH sl 8 A fERe AneE 28 27 Fa Vsl
§oz NAUE FAND S W, 2 Asw X G s A4S AFY F A% E oE Uy
2ALE JlobdHel WAA T & AR6T. LABA  HeFAL BEE AEE A% wRAN Brees

166



2000@ & g1 poasts) B shawt

=+43 Vol 27, No. 1

e A, adeig 42 Jres 44se g
[5]. ool tisiMe @ BaeAE Fastaolet JFP A
gojd 4= glth. 9 Hebe g Faekx] ¥u sjdsrle
e Aepd AR RN AR A g RuE
Aoi7t % Pasjct

3. Au} vpojEz= £

ol AW FA| @ABow volEmE £ o
AUZE HREY R4 AGE AEd aso Sale
2E% agess Avs sl sleln saeas s

Fohs

AFA 75E AVE B opel, AUl Al o)

§ mUHAR AL DU Safe AAUEE AAHY
AA AACARE A dAn mi Wars e A
G459 LA GAan olAd Sae WAL
e jBgo]l HaHs) Ao fAHol volEacs
WAsors Bk g 13k 2ol WAMSH U mesA
Afolo] Muffin X%A Mw g Fo oEde @ Aus)
geloldiEe] HebA Aolo) 9 sh HTTP %54
(Muffin) Alo) SJ3) F38ch o8 Fa WAmst 2
B, Qe Ael o olmd WaE Was
A g3 PALTE 3o vk

CEEEES

Muffin

ZEAN A

AT 1 Muffin ZRAl M2l HTTP XMa|

NERYG HHHE dErng dEHIaEY 4L
=] E3s, BHope-Ae aFE ZEA MBS %6}01
Safei =8 WA F ¢ AMyefn a-7sA |k

3.1 g#8l~ 5 44 (Class-level Modification)
Window®t %<& 29 ZF4 g dyd Fa929
FrameZd 2% & o A@HA SgfeSFrameo 2 wlH o}
A} ol Tﬂ@‘ﬂ oty 24ggE st FHE
Xt At Safe$Frame 2o Wi A AR}
stdlo] 2 Ji7tA e fE Syt el B AdEy JE$-
of 7} AAANE 2H4EE Q2L 9 M A
Ak SafeSFrameZ N2 Frame 29 A BEY
olt, FrameZ & =7} 275 BE Fd talsied &
A A Ho ofEsE UgAA Y UESE A7)
A7 E velERE 38 4 4 ok g2 55
AL @3] Frame 229 e 3}2E Safe$Frame
S2 HHEo A olfoldy. Auby RE ExER &
g~ = o fAnge g HRE s 5dg
Constant Pools %3 ZA€d Constant Poolol i
CONSTANT Class entryg E38 S o] &0l =
o] AFEO AEAE vEpd,

¥ olF2 CONSTANT_ Ut8e] 84 java/awt/

11

$icluss name IRM8X <] CONSTANT Class entry
[elassmume  AFCONSTANT UHS entry

CONSTANT POOL

oy 101

11

181

Sefore Atfter

ay 2

2oa $+x0 FAA +H

FrameE A 2§ &%= .Sqfe$Frame9.£ oA, 1
# 291 #o] CONSTANT_ Class 84 Sae$Framed
gz Bydy fds FFE FALE FEH L 088
of @&dtAl Constant Pool ﬁ A9l AurS g FEh}
Jﬂfl)r o] AL 01%‘2} o Ao BRI

P A final Fnsth AEol 2o ATt Ba

EVI gong, 4

A
A
FF9
A

So] olee gae FA @)

pad

T %‘-?ﬁ(Method Level Modification)
FA3L E8 g F# U= final Y=Y 2
T’ﬂ°]~% 3 HE 7bed diEy AL diz= 5
FA o] AMEHY, Fr 233 “ﬂ’\f "1191' L B
% ™ & (method invocation instruction)¢] K& T @},
xlel ¥z 7eAE AnEYE 7hzhe Faiay dAf A
o] PAg Tt

1) H5 7|2 XHdescriptor)2| 2joj
Descriptor Type
C Character
I Integer
A Boolean
L<classname>. | An instance of the class

WA ANEAs Miass) 2 RS guss g

& ?ED} R
c}’:]"‘é‘ Zreoh vV
(void)& Yepdch

/1—54% 0 ®i= 1 o)ate] " El
FAE iz 2Y Fel gg o
DﬂJ.“ void ex(Thread t, int i)+

(Ljava/lang/ThreadDVZE F&8¥ k. 18 28 Saf o

s wddo] oj@A

WA =A Holdd, MAasr) Zaa

el 01‘”741 A5t s gohpc)

O H o

void ex(Thread t, int i)
t.setPriority(i);

HLEE HAE

push [

method public example 1(Ljava/lang/Thread;1}V
push Ljava/lang/Thread:DV

invokevirtual Thread.setPriority(I)V

a3 3 d
g4 £ 54
g % o Aud

setPriority WA =&

X} oojice HAAR 2
2 93% Z o] Thread.setPriority(INV
5ol ojAx=9l  Safe$Thread.setPriority

(Ljava/lang/ThreadI)V§ A wAE Safe$Thredd

appletoﬂ A ARG e oM

T (priority) & Fo & = YEF ) ex.setPrionity(5)E

167



200089 % A B35 3

Sedie

+A Vol. 27, No. 1

Safe$Thread.setPritority(ex,5) & ¥}l M2 E HL=E $-
H—Crﬂ% A4y opusZ H3te 44 FAAY v
o}, oo g gho] AASANRG W aiAE gy ghol

A EAA A
3214das Fx ¢33
FYA E=E FAs Q2820 HAE=E constant pool

entryll CONSTANT Methodref(@) 24 E@H oAt}

CONSTANT _Class entry

B CONSTANT _Methodref entry

101 java/tang/Thread }
133 setPriority I

CONSTANT _NamesAndType entry

CONSTANT _UtfS entry

CONSTANT__Utta entry

12‘[ (v ] consrant_uees entey
2% 4 Thread.setPriority()voll o gt &=
i3 10% CONSTANT _Class entry

CONSYANY _Mathodref entry

CONSTANT_NameAndType entry
COMSTANT_ULIS antry

CONSTANT_ U8 entry

123 CONSTANT_Utf8 entry

201 CONSTANT_Utrg entry

202 | CONSTANT _Class antry

203 § CONSTANY _UNIB entry

18 5 Safe$Thread.setPriority(ljavallang/Thread:)VE 2l &=

oly= AnHow 1Y 44A java/lang/Thread FF st
o] 1Y 59b¢o] Safe$Thread® #2355 E 4 9L}

322 wWi= &% 9Yd 3 (Method
Instruction Modification)
H28 539 wiaz WS T3
A1 A Wl S 27t A8 A2 o9
# 2) " (instruction)2} MY

Invoking

g At

invokevirtual e Q2o Wiz A
invokestatic static %dﬂflfl o 2 2kl
HFegro Has 55 E‘:{Efﬂ HALA 8o F
HAsle o 7H‘i-’?“*°? "aage. vEY Yane
invokevirtualdl] <) J]Oi*H} 2ol FEHEIQ o) &
‘4‘4 Aol A impokestatic) o3 FHEEE ul

eyt gy o H oAEst FAHEH
Safe$Thread SetPriority( Ljava/lang/Thread, DVE ¥t}
staic aEH/‘ﬂ” FAHY . n g ol stEskA "
As $F9 £33 vglo)E ‘I‘a# constant pool
2] ’“Zé-f” }*o“O}EJr a2 ol *’F-’# FAE final FY
QE]Fol ol HEE & glonz vias F59
} o] Fo} Ao} ghc)

T
Py
FHo

>

.H3E
£

i o

BolMz A2 fAE TS £2FAER 9

e WS AHES

A 3 (decompile)d & FEL
I Machine Specxflcation[él]’

£ Ao} oty ‘Java Virtual
N AA B Faa g FAHE o83t vlo)

C Ayoid FHRasE £AE P39 G 53%
AL o) Kﬂi‘l&h HlolE 2 £3& 53 &Anp ofEFH

Hbzlgol dis) dsygkth A delEms $A4F
g2ex #F F4E Aue FEAHS ojgsdornz

final 229} Qe Holxg AL T HUmplement)

g Aol go] 4E£F £ g Afd dEie F ol
Brtgsith, 2 BHZEZHO"“ wolEzmE gt
Constant pool FAEE vlolEaE £F FAo] givh
Htol|E R FE *rzéé o] g3 MW, Fefolde, neln

Barg-qo] hel om Mxe 2dx HashH gk o
g mepa) AuelA Abdd] Aofdk faid dwE Alolst
T Safe a2l o8 Y § BepSA o R

Aup2 FEE Muffin ZEA AMME A& SA=z
SRE&dA 47 Rairt 4g&drt a9, Safe 2
dhazt gupdern Aol YA on, HY FEHE
2 Frhsfer grke ol Ao

gz AHE WEs BdyR EEAA8E 01%6‘%11
Safe Fef27h r@solof ot EF HHE N2z @

b oo
99 vpoleis 4 4o] Hojok it Aupelelole] BA
Hojxwt wpolEm=Z F£AA7le]l srislx] GEH staAg
(HotSpot) & T8 Fa%x P4 #3lo) Fasieh

5. %2 &9

[1] Dirk Balfanz and Edward W.Felten, A Java Filter,
Technical Report 97-567, Department of Computer
Science, Princeton University, 1997.

[2) Drew Dean, Edward W.Felten and Dan S.Wallach, Java
Security : From Hotjava to Netscape and beyond, In
Proceedings of the 1996 IEEE Symposium on Security
and Privacy, May 1996.

{3] Edward W.Felten, Dirk Balfanz, Drew Dean, and Dan
S. Wallach, Web spoofing : An Internet Con Game,
Technical Report 540-06, Department of Computer
Science, Princeton University, Feb 1997.

{41 Tim Lindholm and Frank Yellin, The Java Virtua
Machine Specification 2nd Edition, http://java.sun.com
docs/books/vmspec/index.htm}

[5) Gary McGraw and Edward W. Felten, Java Security

Hostile Applets, Holes, and Antidotes, John
Willey & Sons, 1997.

{61 David M, Martin Jr, Sivaramakrishnan Rajagopalan,
and Aviel D. Rubin. Blocking Java Applets at the
Firewall, In Proceedings of the 1997 Internet Society
Symposium on Network and Distributed System
Security, Feb 1997.

{71 Gary McGraw, Edward W. Felten, SecuringJava
Getting Down to Business with Mobile Cox
http://www.securingjava.com, 1999.

(8] Markus Dahm. Byte Code Engineerit

http://www.inf.fu -berlin.de/~dahm/JavaClass/index.htmi
[9) Bill Venners. How the Java Virtual machine hand
method invocation and return, htip//www.javawo
com/javaworld/jw-~06-1997/jw-06-hood_p.htmi
[10} Inshik Shin, John C. Mitchell, Java
Modification and Applet
http://theory.stanford.edu/~ vganesh/project.html

Bytect
Secur

168



