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2. Fwoord yanalabon CA” - "AB", "AAAA")
3. Address of Spa.kwaNgWOON.ac ke? ..13.5‘.1? = 1. Address of cpe.Jowangwoon.ac kr?
DNS query ("A8* or ‘AAAA” record) §

ONS-ALG [l ~ - wmmm==== g
DNS DNS
H ”

HostA - 1Pv8

w0 ki
129.254.19 28

P Kwangwoon.ac. K
e:2001:14:1234:5678.
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o] W) EAYL HEZQ IPv4 NATO] @3k F4AHY
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3 1. DNS

Name to address A AAAA, AB

Address to name IN-ADDR.ARPA 1P6.INT

DNS-ALGolA] WZHE DNS query & HAEHOE IPv6
ENA NS Aol A" § Aglso] T2E A9 FA
& ¥ %3} DNS response PIAIXE HE A
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IPv6 B2EE [PvUENANAN £848 F UARF HEYF
A £8HE prefix & name lookup & £33 Yoz FTAERY
IPvd F4o] oA A AR Faz A189c. A7 A4
Alof TAE AE IPvd VIEYAN 89 F UEF 29
F A2 NAT-PT9 pool of IPv4 address 25E a9 FAE
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3. Protocol Translation (PT)
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IPvacir = 7128 E oA FAS X R [Pv6 o] A= next header
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Tratic Class || 1crore the Pvd *TOS™, sef “Ir 8
Flow labsi All bit zero nE
Patond Langth | Totaldength of IPwd paclet - (1Pl header + Pvé optons) f?,‘,‘ﬂu"’#,‘?‘ “J;::;" huade)
+ Fragment hesder (44)
» Fragment hesder deid
" Nexd houder | copied from Pk
Next Header Copled from P4 hsader - Fragment offser © *
- Mbisg: "
dentficatan : kwer—order 160 copied
rom e, higher-arder bits set to zero
Hop Limit TTL vale - since tanstator is 3 fouter RE
+ Low-order 32 bits * 1Pv4 sourc e addmes
Source Address | + Hlgh-order 96 bks © D 1Pvd SN $10? PREFIX 38
| | -enerdoms 2 NAT-PTE 220
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« Copied from the [Pvf Traffic class

Tope of Sarvice )
« Ignare the Pv6 raffic class s
AndPrecatence | o1 o ipvd <10 1o ("
Total Length Payload length of IPv6 header + size of the (Pvd header ;ﬂw mwg:’n! W.“S.’.'.%":.’. 3 2)&: of
-tr Copied trom low-arder 16bits in the
Identification Al identification field in fragment header
. rye More fragments fiag is copied rom M
Flag More fragments flag s sat to “0" fiag in the Fragment headar
BEIDI IREDIRZ Il
Fragment offset OB OV SMAI KR S Copled from Pv6 header
Header Checksum | IPWHD 8 3A AR X
NAT-PTZ IPV6 source 329 pod of IPvd %29 48
Source Address | 8¢ Pl Z491%) B & SRISHE IPv6 source T48 e
QP Zr298
Destination Address | Low-order bits7} Pwd destination 242 RAK! Ie
2ejan [Pv6 9] 7]R3Hole checksum BE7F EA3R
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E ICMPv6, TCP, UDP 9] checksum "=+ A4ke) ¥
A7 sy ol dHolgy HAIX Bzt E2Estn 947
2o 168 E AL AE padding2 Y3 pseudo header
& gag o, atebx TCPY UDP 9} pseudo header 7} d)
OlEj1 @ W9 ANFAANE A IP FALPHE oD
FARAHE o|f3E= TAEEL A8 pseudo header = A
At s olof g}

IPv4 9} IPv6 9] atojdF ol & b & e IPvEolX &
path MTU(Maximum Transfer Unit) 7} E=o]x| 2t IPv4 oA
v ddsgolgte Holoh, aebd Y [Pvd xE7} path
MTU discovery & 3l 7-3-[6] o) path MTU discovery 7}
end-to-end= FGHoJof gl FXA¥E [Pvd 9 official
minimun MTU 7} 68u}olE <l HbH o [Pv6 oA & 1280 vl ol E
ol7] wigo] IPvd E& IPv6 ZH-E{7} “ datagram too
big” &L “ packet too big” 9 ICMP error messageZ
B4 9k,

Y 4& IPvd £2E B7} Don’ t framgment (DF) Y| E
E Agd o2 IPv6 SAE Abolo] &8l YA g
path MTU discovery & 33 & & path MU H7]1&2
Botdlo] M438l3 fragment HEE end-to—end2 935
= 3y dgstn lo(7].

Chack that IPv4 packet doasn't exceed the
path MTU on the IPvé side

Fragmentation (it to 1280 bytes) 1400 byte of packet size
~— | <~
Host A - (Pv8 Host B - IPv4
ope. 80k NAT-PT Transistor W, otrl.re.kr
3MMe:2001:14::1234:5678 Pooi of IPv4 addresses 129.254.19.28

120.130.26/24

1Y 4. IPv4 Z2E 2] path MIU discovery F 3

gHoF [Pvd 52E B7b 1400 HholEo] HRE A4 st
IPv6 &2E AZ A4E 3= 3% path MIU discovery &
8= Aol ICMP error message & 3 A A path MIU
7t AR o] Av|ol ubet HARNE LS HEsHA €
th. o] W NAT-PT+ E¥® A9 fragment header %,
IPva9) 7]1¥3lte]l 2% AHRE [Pv6 9 next header ¢!
fragment header 2 €3 L2 EE HEL SIoc},

1Y 5% IPvda Z2EB7}DF BHIEE MY %xn
path MTU discovery & &2 && 799 fragmentation &
Agsta gk, H|E IPvd £2E7} path MIU discovery &
512 ¥t | E IPv6 EAE2 path MIU discovery &=
Batgtol7] ol NAT-PTE & [Pvd #71o] IPv6
F2EZ0| path MIUE %I E 9lstd ek 23
@ A9 1Pv6 59 path MIU Z7]) @A 28¢ o5 o
2% AF3A do.

Check that IPv4 packet doesn't exceed the
path MTU on the IPv6 side

Ay 1400 byte of packet size

Fragmentation {fit to 1280 bytes)
ﬁ ~—n " ~—
Host A - (Pv8 Host B - IPv
cpe.kwangwoon.ac.kr NAT-PT Transiator www.etri.1o.
3ffe:2601:14::1234.5678 Pool of IPv4 addresses 129.254.19.
120.130.26/24
%5, Path MIUE 4 #5tA] &= 4¢

a8y ZAEEE path MU & ZAAE oA
I o2 wAxE Fzstd 2 7158 FY5A =Hed
715l 4

olz{gt ICMP o8] HAINERE WA wat 1
Ao] gz, iy ol 9A ZREEF IS T o
2 BHo IPE AE38lT Qe T2EE0] oa e F+ ¢
T2 W ool 3t} dA ol e ICMP error WARE
S WY HBHEA g3 dY dANET dddch

49} 55 ICMPv4 " AR} 9] ICMPvE wliAlR 2 o] Wguy e
Agsta gld vtdgae] A s {AMEo

4. ICMPv4 query "iA|#} 9] g

Echo and Echa reply eType 8-> 128,0> 128
(Type 8 and Type 0} o |ICMP chacksum 2f, ICMPvE pseudo-header X &
Information Request/Reply » Silently drop
Timestamp and Timestamp reply | « Silently drop
Addrass Mask Request/Reply » Silently drop
ICMP Router Advertisement  Silently drop
ICMP Router Solicitation o Silently drop
Unknown ICMPv4 types » Silently drop

ES5. ICMPv4  oll®] wlAIA] 9] ¥

Set code to 0 (no route to destination)
» ICMPV6 parameter problem (Typed, Code 1)

« Make the pointer point to the IPv6 next header
Set code to 4 (port unreachabie)

ICMPv6 Packet Too Blg message with code 0
1Pva2t PvE NG Z0IE 918 MTU field BQ

Code 0, 1 (net, host unreachable)

Code 2 (protocot unreachable)

Code 3 (port unreachable)
Code 4 {fragmentation needed,
DF bit)

Destination
Unreachable

(e 3 Code 5 (source route failed) Set code o 0{no route destination)
Code 6, 7,8 Set code O
Code 9, 10 Setcode 1
Code 11. 12 Set code 0

Redirect (Type 5)
Source Quench (Tye 4)
Time Exceeded (Type 11)

Parameter Problem {Tyoe 12)

Single hop message. silently drop

Obsoleted in ICMPVB, silertly drop

Set the type field to 3 (code field is unchanged)
Set the type fleld to 4 (pointer &)

4. HE

NAT-PTE F@3ol AolA 7€ NATS} B ZE A
E& MT-PTIME FZo] Hgdr. 4 Add stz 9]
T EE 8AH §go] FUg NAT-PT S9HE AN HA4d
ojFok sxIgt olzg T FAdo ulF AFE AA =Ef
dual stack & NAT-PTE TdF2=X A iAol 7tssict.
AR T2 e WA gdg ouig dAE9d ¢ Y ZEE
T #HEo] digt ojgo] EAEtn B i FoAdE B
“+38}31 AH(Authentification Header) @} identification field 7}
P} BEHA %7] WEof network layer oA 9] R.¢tr]Fol &
A 2R gev. gy B7)FE fA sl 8 ESP
transport XX} tunnel REE o] &3 YIS AR5l o]
g B digk EAHE HFY 5 qoh. aYn HE AT
B3-S AAM T NAT-PT FRA #H289) pool of IPv4 address
g fHA&2 dMdeo]  7]F2] NAPT(Network Address Port
Translation) 4@ XE WWE o]§g Hgs HAsA A&t
Izt A2 SAdHE fSLEENY T8 udsior g
o}
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