-G A|2H1S ¢ 3 Buffer Overflow
NS 715X o) Be A

4% $88" g Ew
ZAgGgdRn AAIAFARFAFTIE 83 A% 43 F AERD
choco75@icsd.chosun.ac.kr, hhu62769@mail.etri.re.kr, pjb@icsd.chosun.ac.kr

A Study of Buffer Overflow Prevention Technique
for Secure System

Jin-Ho Jo Hyun-Uk Hwang Jong-Baek Park
*Dept. of Electronic Information Communication, Chosun University, **ETRI

2 o

Buffer Overflow 7H3 M A AR PEFY duel), dA A A&y dgrEL AA
89 local attack % o}lY@} remote attack7t®] 7}538lm 2 o]& oL HHE o]s) s}
€ AUl ¢ %“&ﬂ‘:}. B =FoAE Buffer Overflowd] Yo} A2 2HF Al2H
9 7 P AwRa, ol HAY F dv /IYPES FA35k Buffer Overflowel
g F de EEL 28rnz g,

L AE

Z Zo] HRY 7|49 WL AUl fuoz 9 FAAg wel RHEE Yoz A3 A
s FFU 44 dHUe HEA IQ. oz g  TIHE A= EL Ao
474 942 ARE HaA Hz te N2de Y
2 9= adg7el S =YY olgdF olfz HEH W bufteroverflow B total
o Bt BRI} AzeA BEHD Q.
2 =RoAEe AEH N29e g3 99 A 8
2 71W % A% B2 S0 AW Z9 AAE A9
4e RS WHeMESS H7 Jds A SP5
£ Forge BAsg 1 98 oldsm, Mo
29 gerdel BY WUEL BASA HAAw
24 AN B,
B =R THE 0Ln Zo 234 HsosE
299 NHEAE BT, 3PNME TALYS AHy
o, 4B NE A AN2de) ARG doluT 5% . W -
A olol e e 4Hme 6FAA Aadels w L 7B LT 2’;;%2:3::;2 gﬁm%“’
HoWZ2oo gedde AWM, vl TGN BB b
2 Jlewn

U ——

3% 14l CERTCC-KR® EAA B4 QEezAd
19999 5ol AR AAAE9 e;: 40%2 A5 &

1988'd Internet Worm AFAS A|Zo 2 8o Qe ullo]

608



S

20004 E QB 7S eutE=EA Vol 27. No. 2

.o ERSS 4949
dutA oz {7 FAY Y A FAE AFH
o AAE, ¥73 Z=E AYstd BHolyg ¢AE WA
gtogi oA I=sF 48 AYATE B, AT,
S&AHE Z2A29 pathE HAToZHN FAI=E
AYA 7 Dol o] T BFE AFgdte TF
o] HEeHEZSY FZHolt. I FoA dtHoz U
3l 7]¥8& “stack smashing attack”°|ztz 3l ¥
2B EZS 71YgE IE Aoz, E UE LHERS
71 & heap overflow 7} it} ol& SEZ2 ¥ 9
3] heap °]F Xo FFHoZ ¥GHE YRIHIIE o
L3 exploit 322 HHALWERZS 7Igud ¢ oJYn
Aty o2 FYPAe Lo '
char shellcode{] =

"xeb\x11\x5e\x8I\x76\x08\x31\xcO\xBB\x46\x 07\x83\x46\x 0c\xbO\xOb”
\x8N\xFI\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x 31 \x db\x89\xdB8\x40\xcd”

x80\xeB\xdc\xf\xff\xff/bin/sh”; /+ A=A 44, x86+/
char large_string(128};
int main() {

char buffer[96];

int i

long *long_ptr = (long *) large_stringl; /*¥# e F2F A&+

for (i = 05 i < 32; i++)
*(long_ptr + i) = (int) buffer;
for G = 0; i < strlen(shellcode); i++)

large_stringli] = shelicodeli]; /*A2EE large_string thdol Agof A&+/

strepy(buffer,large_string); /*large_string®& bufferol] AL/
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/usr/bin/man |fedhat 6.1 (and others), setgid¥ &
heap overflow& %3 remote attack
wuftpd250 -
root 85
ADM named 8.2/82.1 NXT remote
DNS/BIND °
overflow, root 85
rpc.statd remote root¥ 5, redhat 6.x & other
amd remote root¥Y =, redhat 6.0
qpopper gpopper25 o] ¥ A
MDBMS MDBMS V0.96b6 remote root¥ &
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@ secure linux kernel patch
kernel patch® user stackdlA] ZEH g GofZE oz H
714 ZEHJ 94944 soeuE2eE HfAHse
d3E FA
#ifdef CONFIG_IGB

.quad 0x00cbfa000000f7tf
#elif defined(CONFIG_2GB)

/* 0x23 user 3GB-8MB code at 0 ¥/

.quad 0x00c7fa000000f7ff /* 0x23 user 2GB-8MB code at O */
#elif defined(CONFIG_3GB)

.quad 0x00c3fa000000f7£f /* 0x23 user 1GB-8MB code at 0 */
#else
#error Unknown max physical memory size requested
#endif
#else

.aquad 0x00cffa000000ffff /+ 0x23 user

4GB code at 0x00000000 */

|7 <#3> head.8AM user FXE A F kemnel patch |
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#define MAGIC_SIGRETURN (PAGE_OFFSET + 0xDE0000)
#define MAGIC_RT_SIGRETURN (PAGE_OFFSET + 0xDE0001)

® StackGuard
Stackguarde FAFALHE o8¢ 7I&olth. ol stack
9} return address ¥ “canary” 1=E ¥z, 57t

return @ 9 canary value 7} SR A EAE AHESR
M stack smashing attacke] APP Aoz HFsu
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A5 ojz], oldd] AP Ay oWAE T Y&
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termiantor canary Zl€°lth.  °]&  NULL(0x00),

CR(Ox0d), LF(0x0a)$} EOF(0xff)& X33 canary &<
BHEA "t o) ol8Foez XY FAFE YWHFA ¥
= Ao,
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strepy(char *dest, const char *src)

A4

dest buffer overflow

Sl

strcat(char *dest, const char *src) dest buffer overflow

getwd(char *buf) buf overflow

gets(char *s) s buffer overflow

fscanf(FILE #*stream, const char *format, ..)| argument overflow

scanf(const char *format, ..) argument overflow
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str buffer overflow
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