Ax A& A =99 ¥t 371 J|&E

(Security Evaluation Criteria of Electronic Payment System)

AZ#E, FAZ(STAR )

Abstract

Recent increase of commercial network integration to World Wide Web(WWW) shifts
an ordinary commerce to electronic environment. This draws more people to examine
re-assurance of their secure transaction. This study investigates current status of
security methodology for Electronic Payment System and extracts important axis of
security level for electronic payment. Using these axis as security evaluation criteria,
the research proposes a security matrix which consists of four different level of
security granularity, hence allowing evaluation of a nation-wide credit card based
payment system, Feasible usage of this matrix contributes to security analysis of the
electronic system as whole, hence providing better secured electronic environment.
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2] 3¢] FC(Federal Criteria)7} 31t} AlA 4=< H7t 71Fo] Foldle Hrle] 225+
H| &3} A|Zko] Wo] &gy, TCSEC, ITSEC, CTCPEC, FC $9 #7p71& 39 Fg
Ae d@g g=(NIST, NSA), MUTCHCSE), ZT#2 (SCSSD, ZU(BSD, vdd:=
(NL-NCSA) ¥ 9F(CESG) % 67/43°] 19933 CC(Common Criteria)E 7123t 2 o]
E 39k 19989 58 WA 200 wEEY Aol ISO/EC JTCI/SC27/WG3el A 853}
E 9% =89% ¥ygsin ot CCe 2A 57kA ¥ &2 FAHY A& Part 1o A4E
A7 R 99 g AANHRE QoW Part 28 BoU|E LTAN, Part 38 EF &AL
g Part 4 ©|7] AHod B3I Z2HAE 7|£3 glow Part 594 RE Z2Hd g
S22 dAg ¥ k. CCY A4S Part 29 Part 324 ARRIAAe] 7
v Fjol sl 7% R BF 2FAEE edln ded Agae Ve 8FAEE 32
o] FERIAN2ES NEd 5 ot

32 AR AR ALY B J7

B AFAAE #3713 449 544 ng W Az s Jlubdd e Asge
NE 4Rl RAEs e QAT tdelA AssRen, A = WY AR A2d B
<t Brrel HL oo dte H 75 g otejst o] =&

(1) A& 82 (Identification and Authentication)
Az A8 Aadd Hag ARde ARSAYE A7E ASARJRE B3] Al
AFEALE A3l a2 AEE AFseE 7Isy A FADLY 4E AF 7F

(2) 2% A (Access Control)

AN2g RN oste AN thd FHY RE & FAse 7ToEN ¥4H
H2EA 2 ZAH HAIZFA PHeE &/

- 9old H2HA (discretionary access control) : F3|7} AA] FH23HE o 3
2 Al ARl V23 F2E AgstsE B

- 2AA B2EA (mandatory access control) ¢ FA7F AR o) BsH € o gzl
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