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This paper investigates the subject of intrusion defection over networks. Existing network-based IDS’s are categorised into three
groups and the overall architecture of each group is summarised and assessed. A new methodology to this problem Is then presented,
which Is inspired by the human immune system and based on a novel artificial immune model. The architecture of the model is presented
and ifs characteristics are compared with the requirements of network-based IDS’s. The paper concludes that this new approach shows
considerable promise for future network-based IDS'’s.
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