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ABSTRACT

Role Based Access Control{RBAC) reduces the cost of administering access control
policies as well as making the process less error—prone. The administration tool is most
important component in the concept of RBAC. The administration tool for the RBAC
security system is required the consistency of a relationships between user and role in the
RBAC Database.

In this paper, we propose formal specification in order to manage user-role and role-role
relationships. The proposed formal specification leads to the consistency requirements for the
RBAC database which are defined as a set of relationship. This paper can easily derive the
implementation of the RBAC administration tool by formal specification of operations.
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initialize  count;
set repeat;

while ( count < repeat )
{
gets username and password,
if match wusername and password {
if set session  {
search role_table(username)
case found : display active_role_sets;
select ARS;
assign selected_ARS;
case not_found : puts “You have not
the assigned role.”;

return,

}

otherwise {
increase count;
puts “try again, mismatch username and

password”;

}

return;
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® OPERATIONS
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A3 Wiy FEshe AT T it 4A
Z=7}, 24| EFolr).
@ assigned—roles © 2 OB S USERS
- assigned — roles(w)3= AH-&2} uol g3dE
A3k H3tolth
@ active— roles : 2 FOB S USERS
- active_roles(u)s= AHE-AF uel A4 e
o]t}
@ inheritss ROLESx ROLES
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asymmetric A4, —' & transitive A4,
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- d&7ke] SSD(A A AFEe) BAE Yehdrh
® 1SDe ROLESX (gOLES-—l)
- dgke] MSD(AE wiEld 2FRE) @A S
vebdTh
® 1sp-ROLES<(ROLES=1)
- 9&7to LSD(7H‘”7“ A5 EE) #AE YE
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ool “new_ "7} & ALe T T3] ¢idH
o3 F9 g yEd Aot
@ add_user
u & USERS
==> new_USERS=USERS U {u}
active_roles(new_USERS) =
active_roles(USERS)
U{active_roles(u) = @}
assigned_roles(new_USERS) =
assigned_roles(USERS)
U{assigned_roles(u) = @}
@ del_user

u&USERS
==> new_USERS=USERS - {u}
active_roles(new_USERS) =
active_roles(USERS)
- active_roles(u)
assigned_roles(new_USERS) =
assigned_roles(USERS)
- assigned_roles(u)
assigned_roles(u) = @
® add_role
r € ROLES, u€USERS
==> new_ROLES=ROLES U({r}
cardinality(new_ROLES) =
cardinality(ROLES)
U {cardinality (u)=o0}
@ dcl_role
r.Vn,VrEROLES, Vu€USERS,
r € assigned_roles(u), " H{rn—rIA T (r—r),
(r, ) & SSD, DSD, LSD
==> new_ROLES=ROLES - {r}
cardinality(new_ROLES) =
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cardinality (ROLES)
- cardinality(r)
@ add_assign
u&USERS, r,Vr Vrz€ROLES,
r & authorized_roles(u),
r—'r =1 € assigned_roleslu),
ri€assigned_roles(u)=(n;, r) € SSD,
r—""r=lauthorized_users(rz)|<cardinality(rs)
==> gssigned_roles(u) = assigned_roles(u)
U{r}
@ del_assign
uEUSERS, r,VriE€ROLES,
r€ assigned_roles(u),
r€active_roles(u) Ar—"r;= 3qEROLES :
a¥rAq—'nAqEassigned_roles(u)
==> assigned_roles(user) =
assigned_roles(user) - {role}
@ add_inherit
VuE€USERS, Vr, r, nEROLES,
n¥r, (M=) A (ro'n), o
r1€ authorized_roles(u) =r € assigned_roles(u),
(r, )ESSD=(r, n)ESSD,
(r, k) EMSD=(r, r)EMSD,
(r, n)ELSD=(r, r1)ELSD,
r2—'"r=]authorized_users(role;) U
authorized_users(r)| < cardinality (r)
==> inherits=inherits U {(r, r2)}
@ del_inherit
Vr, 11, r€ROLES, VueUSERS, rn—r,
u€ authorized_users(ri) Ar€active_roles(u)
Aroles—"r= 3qEROLES :
gEassigned_roles(w) A (r1—rz0l $1E q—"r)
== inherits=inherits - {(r1, r2)}
® add_SSD
YueUSERS, Vr, r, €ROLES, 1 #r,
(ri, rj) € SSD and MSD,
{r;, r;} € assigned_roles(u), r=ri=(r, r;)€SSD
or r—r1=(r, ;) €SSD
==> SSDU{(r;, 1), (r;, i)} — SSD
® del_SSD
Vr, ni, EROLES, (ri, ;) =SSD,

ni—r=(r, rj) €SSD or r,—r=(r, ;) €SSD
==> SSD - {(r, 1y, (13, r)} — SSD
@ add_MSD
Vu&€USERS, Vr, i, EROLES, ri #1,,
(ri,r) &SSD and MSD,
{ri, rj} Zactive_roles(u), r=ri=(r, r)EMSD or
r—1;=>(r, n)EMSD
==> MSDU{(r, ry), (5, )} — MSD
@® del_MSD
Vr, ni, 5EROLES, (ri, ;) eMSD,
ri—~>r=(r, r;) €MSD or rj—r=(r, )  MSD
==> MSD - {{r;, ry), (rj, r)} — MSD
® add_LSD
Yu&eUSERS, Vr, ri, €ROLES, 1 #r13,
(ri, r;) €SSD, MSD and LSD,
{ri, r;}Zactive_roles(u), r—ri=(r, rj)€LSD or
r—1;=>(r, ) ELSD
=> LSDU{(r, ry, (r;, )} — LSD
@® del_LSD
Yr, i, 5EROLES, (ri, r;) LSD,
ri—r=(r, rj) €LSD or rj—r=>(r, rj) €LSD
==> LSD - {(ry, 1), (5, )} — LSD
® add_ARS
uEUSERS, roleset & authorized_roles(u),
V11, rzErolesetU active_roles(u), (11, r2) € MSD

==> active_roles(user) =

i

active_roles(user) Uroleset
@ del_ARS
uE€USERS, roleset € active_roles(u)
==> active_roles(user) =
active_roles(user) - roleset
@ set_cardinality
cdENU{ee}, reROLES,
lauthorized_users(r)| <cd

==> cardinality(r) = cd
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opEOPERATION, state,
new_stateESTATES

==> new_state = J(state, oplargs))
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