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DEFINED AS

EVENT : AccessControlEnforcementEvent 4. 4 &

accessControlObject : accessControlObjectName;

PRECOND: AFHS BWIed F5¢ YAe A9 SYRoz
admini.strativeState == unlocked AND 2231 P By ;\]Agg e Eale dAgo =N FrI}
operationalState == enabled AND AAA S0l o8 wals dol O& Hdshd A%, 19

PROCEDURE: 52 $4% BANLWL AR FUALH BFE WEAD

emit AccessControlDecisionEvent notification;
if (enforcementAction == aliow) then
"access is permitted”;
validAccessAttempts = validAccessAttempts + 1;
“send to a security audit trail log”;-
emit usageReport notification;
if (enforcementAction == deny with response) then
"access is denied”;
invalidAccessAttempts = invalidAccessAttempts + 1;
"send to a security audit trail log”;
emit usageReport notification;
endif;
endif;

EVENT : AccessControlDecisionEvent
accessControlObject : accessControlObjectName;
PRECOND: :
administrativeState == uniocked AND
operationalState == enabled AND
availabilityStatus = Offduty;
PROCEDURE:
switch(Role)
{
case readonlyRole : if r-level(Rr) DOMINATES
initiator-level then
enforcementAction = allow

else enforcementAction = deny with response ;
endif;
case writeonlyRole : if initiator-level DOMINATES

w-level(Rw) then
enforcementAction = allow

else enforcementAction = deny with response ;
endif; |
case readwriteRole : if initiator-level(Rr) DOMINATES

target-level(Rw) then
if (r-level(Rr) >= w-level(Rw) ) AND
(initiator-level <=  r-level@®r) )
(initiator-level >= w-level(Rw) )
then
enforcementAction = allow
else enforcementAction = deny with response ;
endif;
endif;
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