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1 Introduction

The Propagation Characteristic(PC) was introduced in [1] to study the dy-
namic behavior of a cryptographic Boolean function when the input to the
function is modified. A function f on Z} is said to satisfy the PC with re-
spect to a vector o € Z7 if complementing the vector a results in changing
the output bit with the probability exactly one half.

The PC can be stated in terms of the autocorrelation function: for a
function f on Z%, its autocorrelation function is the real-valued function
defined by Cf(a) = 3,(~1)/(®)®f(282) and f satisfies the PC with respect
to a vector a if Cy(a) = 0. »

The PC is a very important concept in designing encryption algorithm
and one-way hash function. However, the PC is a measure with a local flavor,
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for it guarantees good propagation characteristics with respect to specific
vectors. Functions satisfying the PC with respect to all vectors coincide
with bent functions. Although bent functions have nice properties, they are
not balanced and so can hardly be directly employed in practice(2].

In [6], Zhang and Zheng introduced the Global Avalanche Characteris-
tic(GAC) to overcome those shortcomings of the PC. They also proposed
the following two indicators related to GAC:

Definition 1 For a Boolean function f on Z3, the sum-of-squares indicator
is defined by
2
or = _Cia),
a

and the absolute indicator is defined by

Ay = max|Cy(e)]

The smaller oy and Ay, the better the GAC of a function. Zhang and
Zheng also derived bounds on two indicators:

2217. S Uf S 2371’ 0 _<- Af S 2211’

and also showed that two lower bounds are achieved by bent functions.
However, an important issue to know how small two indicators can be for
balanced Boolean functions is still open.

2 Bounds on oy and Ay for a balanced function f

In this section, we assume that f is a balanced Boolean function on Z}. Let

G = #{y € Z3|f(y) = f(z ®y)}. Then,
Lemma 1
(i) 21‘ Cr= 22n—1’
(%) TG =4 AT, f)flz @)}
Proof
Since ¢z = 3., (2f (¥) f(z ® y) — f(y) ~ f(z ®y) + 1), we have
Sl =T 5,20z @) - fy) - flz @) + 27
= 2Eyf(y)z:zf(x®y) - Z"Eyf(y) - Zm ny(mEBy) + 22n

= 92n-1

The rest can be proved similarly.
Since C¢(z) = 2¢; — 2", by Lemma 1,
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Lemma 2

S C3z) =165 (3. f(v)f(z dy))? - 2"
z T y

The following is useful in proving our main theorem.

Lemma 3 Let 3'_;z; = X. Then

Et:rc? > 2X|X/t] —t(|X/t]): + X —t| X/t].

i=1

Proof
Let | X/t] = M and m; = z; — M. Then,

Zt:mi=i(mi—M)=X-—tM:20. (1)
i=1

i=1
Therefore,

gl =i (M +my)?
= tM? + 2XM — 2tM? + 3¢, m?
> tM2 4+ 2XM - 2tM?% + X — tM.

We now derive a lower bound on o7y.

Theorem 1 Forn > 3, o > 22" 4 2m+3,

Proof
By Lemma 2,

Yo CHz) =163,(T, fW)f(z@y))?—2%"
=16{ , (f*(1) T, F*(z &v))
12 fu) fys) Lo Fle @) f(z ®y5)} — 2%

Let By = {y € 2% | f(y) = 1}. Since f is a balanced function, #Bj = 2"~1.
Then

Yocz) = 24 Y ey +2- Y Y feewflzoy)} -2
, T yeB, = i<j,yi,Y;€8y =
= 222425 N N feeuwflzey)- 2% (2)

i<j1yirijBj z
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Let
Ye = {(y1,ym) € By x By | L <m and y & ym = yk},

fork=1,---,2"—1. Since Y @ ym = (2O Y1) & (T BYm), if (y1,ym) € ¥x and
f(z®y) f(z®ym) = 1, then either (z@y;, 7®Ym) € Yk or (T®Ym, TOY:) € Yi.
Therefore,

-1

Y. Y feou)fzoy) =2 #¥.
k=1

i<),¥%i,y;€8; T
Hence, by eq.(2),

2"-1
ZC.?'(‘T) — 22n+2 + 26 Z #Ykz _ 23n' (3)
z k=1

On the other hand, since Ef;'ll #Y;, = 27~1(27~1 — 1)/2, by Lemma 3, we
have

Z #Y}? > (2n—3)2(2n —1- 2n—3) + (2n—3 - 1)2 .gn=3
k
= 93n-6 _ 3. 92n-6 + gn—3 (4)
Therefore, by eq.(3)

o5 = Zcﬁ(m) > 92n+2 + 26(23n-6 —3.92n~6 + 2n—3) —93n _ 92n + on+3,
T

For n > 3,

Cp(x) =2¢ —2n
=2 ,2fWflz®y) - fly) - flzdy) +1) - 2"
=4y, fy)flz®y) - 2"

Since 3°, f(y)f(z ® y) is even, we have
Corollary 1 Forn >3, Ay > 8.

If the equality of equation (4) holds, then by equation (1), we can see that
there are 2" — 2"73 — 1 z’s with As(z) = 0, and 2"3 2’s with Dg(z) = -8,
and Af(0) = 2". Thus we can derive a lower bound of A s for balanced
functions.

Corollary 2 Forn >3, Ay > 8.
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0|

In the case of n = 3, the lower bound on oy fits. But in the case of n = 4
and n = 5, the lower bounds on oy have gaps with real minimal values.(For
n =4 and n = 5, 256 and 384, respectively.) But it is for the value 25, the
coefficient of Y27 #CZ in (4). In the view of #C?, it has small difference
only 4 and 6 for n = 4 and n = 5, respectively. So, in a large dimension, it is
thought that the lower bound will be more similar with the real minimum of
os. Tablel shows the values of oy and #Cj for balanced function f having
real minimum value and our lower bound when n = 3 and n = 4.

n| o5 (f(c0)s -, flagn) (#Ch, - -, #Con_1)
minimum value
3| 128 (1,1,1,0,1,0,0,0 ) (1,1,1,1,1,1,0)
our lower bound
3| 128 (1,1,1,1,1,1,0)

minimum value

4 640 | (1,1,1,1,1,0,1,0,1,1,0,0,0,0,0,0) | (3,3,2,2,2,2,2,2,2,2.2,1,1,1,1)

our lower bound

4| 384 (2.2,22,2.2,2,2,2,222.2,1,1)

minimum value

5 | 1664 (0;0;1)1)11110’1:1)1s11071,1a0a01 (6a41474,414a4,4;4,41473)3)414a4,
1,1,1,1,1,0,0,0,1,0,0,0,00,00) | 4,3,3,4,4,4444444433)

our lower bound

5 | 1280 (4,4,444,44444444444,
4,4,4,4,4,4,4,4,4,4,4,3.3,3,3)

Table 1: Balanced functions having lower bound on o of dimension n = 3,
4,5

3 Balanced Boolean functions having Good prop-
erties on GAC

Lemma 4 g(u,21,---,%) = (10 u) fi(z1, -+, 20) ® ufozy, -, Tp)
<&,1>< P and < &,l >< P;.

for & = (=1)5@) and I : affine sequence of length 2. Then,

1
Ng >2" — §(P1 + Py).
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Proof
By properties of Walsh-Hadamard transform,

H, H, o .
Hpiy-9(u, 2y, ,T0) = { H: —an J . ((_l)fx( 1 ,15n)(_1)f2(1'ly z )).

Using above assumption, we can show

1
Ny 22"~ (P + Py).

We can generalize above lemma to concatenating 2’s Boolean function
on Z% fo, -, for_1 to Boolean function on Zg“.

Theorem 2 Let & be the sequence of f; such that < §,l >< P, V0 < i<
2t —1 for all affine sequence l of length 2™. Let g be a Boolean function such
that

9(¥,7) = %5 Da,() fi(®).
Dy(y) = @i ®1)--- (1 ®i ®1),for a; = (11, -+, %)

Then, N, > 2n+t-1_ 15°2-1p,

(When fi’s are all bent function, N, > 2"+~1 — 2%"“‘1.)

Let f and h are Boolean functions in Z7 such that f is a balanced
function satisfying < f,I >< P for all affine functions [ on Z} and h is a
bent function. Then we can construct an Balanced Boolean function g on
Z;H'Z:

g(zl) Tt ,zn,xn+1,mn+2) = f”h’”f”}_l)

The algebraic normal form of g is

g=(1 @-’L'n-i—l)(l ®$n+2)f@$n+l (1 5] xn+2)h® (1 @ zn+l)$n+2f®$n+l$n+2ﬁ-

Since
2(Ag(a) + Ap(a)) when a = (an,0,0) for ay, € ZF,
Ay(e) = 0 when a = (an, 1,0) for o, € Z7,
9 2(Af(a) - Ap(a)) when a = (an,0,1) for a, € 23, °
0 when o = (ay, 1,1) for a, € Z7,
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we can get o4 as follows:

Oy = Yaezp Af(a)
= 4{Ea,.ezz"(Af(an) + Da(an)? + Za,.eZ;(Af (an) = Dn(en)?}
= 82&,.62;‘(A§(an) + A%(an))
= S(Uf + 22n)

Using of the above lemma, we get
N, > 2" _2i" _ P,

If we apply f of dimension 4 in Tablel on the above fsormulaaof construc-
tion g, recursively, we can have the same result 22" + 223 — 22+1 op o, of
functions made by modification of bent functions at [6]
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