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u]29 w23 7@ NIST(National Institute of Standards and Technology) &
NBS (National Bureau of Standards) 9 Flolt}. NISTE 19729 H2ogd HR7H Hu
A 2o i3 Belza aqg 43t o] retzgade 7Y Ualdge] ofd
v PYAHYRE HEYse FRAAH Oz JFELYE Yste A& 2P}
NSTE Sigdd o gddt £23 YA (guideline) & AP, v]F F¥4Y
(Department of Commerce) 9] 4Asp7]Tolnz AR E 7IYEAE U3 Hzdo EF
Mg Y3t A3 E 4+ Yo} Katzke: NISTS security division managerZ2A]
Yog 2206 5 488 4y Yok o] FoM: Katzkedl A JYF
g AAE LM%

<2 e Y JFE 1ges HAFT oy, o AL YA vSH
Zd. e dSa e AL EUSY Y= Aeq AAHT . AA, &
BAA" 7]&& Agsiugd] o|He FAY 3 (loss) 9 33, A, <89 33 &
A5 AA® A (vulnerability) o 84, mxlgdeg P& 59 4 Y= £222
742 Z2A7) e L EFAH A ¥ e g ot P T Y AFLe a¥ »
9} Zo] HoyA £ Qi)

<39 1 YV 3y

ljm%_'—d (Risk Analysis)J (FIPS 65)

a3, 13 Xol @ AN
(Policy, Laws, i :
Regulzyatxons) (Security Requlremenis)

A &R F7) 1% ‘;4 EDP ZFa}
(system Development (Certification and | (FIPS 102)
Life Cycle) EDP Audit)

S

oMo, 2x W EA
(Safeguards, Actlons
Controls)
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<Y 2> 9FAY Y A

Vt

E Vr (0i) freq

Tk Aj 0i Risk

(01) impact
@ Vz

Tk = 53 99 k

§ = LMY

Vt, Vr, Vz = 3 JFAH ¢, r, 2z

Aj = B A

0i = 54 &A443 i

(0i) freq = B 2443} 9 vlesy

(0i) impact = &% &AAF i FHH T v IHH 9%

Risk = 33 289 42| (e.g., annual loss expectancy = (0i)freq + (0i) impact)

53 98, Tk, 5F A4, AL 9 HFY v, Vr, V28 ZH3¥ 0i9 I¥E F
ol Risk® ZF"ch AL vi, Vr, Ve GARYY AREA Sy, Oyp Oy
o]-g3le] HAHE AAY 4 Ak AVIM (Sye HAFAE ViE AAste AHA¥E
wetch E3] A vi, Vr, Vzoll thE8he QAU )y, Slyp By e M2 A
943 dazx g & e dAAY L gAY FIH S AAY 5 Q7] "R
ot o] AL A H e A P v FEAEYE HPste oJYA THE

Katzke:= S12 09 Awtd RYE FALAEYN RHRAE 7He FAIE HAdA A
Algta gk o] A E3F sirawman model® BT FHQAZE ofgg Ze REO
AN gl
A (threats) = T = [t ty, t3..., tpl
ZH4k (assets) A = [ag,ag,.. ., agl
RbHANY (safeguards) : 8 = [s|,s9,..., skl
23} {outcomes) : 0 = lol,oz,,..,op]

A% (impact) : 1 = {iy, iy,..., i}

A} WX (outcome frequency) : 61-, EE opoll WiEA

Y WIS (threat frequency) : ty, 2E 1,91 hsiA

AN A FA (safeguard effectiveness) @ Sepp, RE Spoll ThsiA
A¥ FE (threat severity) @ Tgey, EE tyoll TISIA

A9 (risk) : R

SHAoN Y u]-§ (safeguard cost) : SC, BT spoll A

23 9% (outcome impact) : 01, BE 0p°ﬂ s A

2!

folt o mju -
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-r]“"*"ﬁl 825719 3 BA (functional relationship) &= o}-&3 2o},
A V-

= f(A T, V) g(T, S, Serg)
tf = h(A T, V, 1)
Op = kitg, V)

I=1(4 T, 8V, Seffs tsev)
R = t{I, ef, tf, tgeys S, V, A, T,...)
SC = y(initial + ongoing + ...)

SSF = w(R, SC) such that if SS§Fy is some initial state, then SSF converges (i.e.,
you are done) when:
a) ISSF, - SSFy. (| < some value

or
b) IRy - Ry.ql < e and ISC, - SCy ¢l < d
and §C, < Ry
or
¢) Ry < value and §C, < § value and §C; < Ry
or

d) some other condition for convergence

1.2 9= CCTAY Y18 de AA (Robin Moses)

g9 E23} 7]#e] CCTA(Central Computer and Telecommunications Agency) = I
FEI| R HuAade APBE st CRAMM(CCTA Risk Analysis and Management
Model) & 7qdsto] AREY RS Pzt ok CRAMME AEHQA AT EFHF A ndo)
71 2%td 7= glch CRaMMS] R <2y >3 Zt)

<19 3> CRAMMY] 24

x}A}
R
ew
24 #e ]

CCTAS] CRAMMES #p4H 1% 9 G #AHE 3l APE S dAZIRE 48
Hog By Y AHor By HAZ AN L M3 P} B gAY
2 Botth (RAMMIIAI: oA g Tletdln B4 WS AAIA Dt Al do
Hol, £2xEHo], BA, 873 ), A7 Fo] T¥IY, aA: BYY FPug 2z A
Aazedold ¥ og FEYE 4 Qdt}. AE A4S Y, AP, 9L M=
23 Pu|E o] Lot dluz EuH Fuog 2uUAE Z Aok S DAl
gded 9 nogsd YPSe) oo, g5 9 vjogx3 YL E€FH | Ag
250 ¥ & 4 Jdoy, 53] Y o U3 ¥ AHHeg 2gd U 4
HE Heg o=2RAIE YASA "ol H¥e] Aoz 9L vzl Hsﬁ/« £ 5
At (e g, R Qe da)o]l dojrtof sy, =3t Yo g3 FAIE = gl ok
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r

gol glofol dh. AxH AY FL P5E Y] AY BV dolop Tk M of
I ¥4, #3, v8AH 4 B § otk I F ol YoM E EH Fulol
e G Aol dE 13y J¥g FAEY.

CRAMMS Zbabg7hel 919 9l 3oy 429 &3, JxH JHES U188 1EYy
A9 &3¢ oA doh. AP FFL AYe VY 4 A A} F8F FYSo
o 939 +88 Y #2008 F2A7 12 e Q3 GHUH S Mo
APste Holch RAMMS 77HA] &5 FAUHE AN} Y

A : avoidance (] : 229 R¥ 7))

T : transfer (4 : BJ)

RT : reduction of threat (ol : tjojdqd =}ele] A A)

RV : reduction of vulnerability (o} : zrAte] Hgl wix])
Rl : reduction of impact (ol : 3}af wiu]§t &v7l 7 74)
R @ recovery (o : HAAIY)

1.3 INFOSEC

CEC (Commission of the European Communities): $I¥EM 9 mudeg E3 g
¢t Byo nygs w&dgd. «<ayg 9 <Y e 44y 19dg B3 9

<39 4> INFOSECS] AT my

O CE!
Bt \

AEE e R A 9}
ik 73 E2448
APEH
al
<1g 5> INFOSECS P RY ry
98 37
4
s - — -
VT SEes wa)= #uan ={awaq | gaaa e

not 23 gl

Aokzd A
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W Risk analysis model components
- assets
- threat
- vulnerability
- risk
- impact
- safeguard

W Risk analysis model characteristics

(1) Assets
- hardware
- firmware
- communications
- environmental
- system software
- application software
- DBMS
- office automation
- other software
- data/information
- processes
- business functions
- documentation
- people
- real estate
- money
- other

(2) Extent of impact analysis

- availability

- destruction

- confidentiality
. internal
.external

- integrity
.accidental
.deliberate

- metrics
.qualitative
.quantitative
. likelihood
.other

(3) Extent of threat and vulnerability analysis
- accidents
. physical
. failures
.natural

- 282 -



=SSR SYUHNSYES =28 Vol.4 No.1

. loss of services
.staff shortage
.other

- errors
. logical
.design
.other

- malicious attach
. theft
. fraud
.sabotage
.viruses
.hacking
.misuse of resources
.other

(4) Method of measuring threat levels
- qulaitative
- quantitative
- likelihood
- other

(5) Method of measuring vulnerability levels
- qualitative
- quantitative
- likelihood
- other

(6) Method of expressing risks
- qualitative
- quantitative
- likelihood
- other

(7) Coverage of security safeguards
- physical
- personnel
- hardware
- software
- communications
- procedural
- organizational
- tempest
- other
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2.4 NRMM(NIST Risk Management Model)

NRMM-2 NIST straw-man 2ol Y37 (life-cyle) NEE H7lste] wgo] Fch 9
duey 2l £92719 Ade] A7HHUAve A2 MEY $YF79 AUt e A
ol ojA APEH WaEe] g o 2Eo8 AHgdTd: AL Judct & 4
F719 229 g AN A= SH A B HFA oS3 44 o)
A& & Yoke Hojth og W A2y AL AFAA AgHE YA ZEL2
Tl #RHF GRS DANA A8He AYWYA BdFde dE4 lue Aol
718 9443 A5y S, M5S0l dF Az Frd, FANY £, =22Y 7Y
5ol o4& £ At

NRMMS <Y 6ol A BAA R vk NRMMOIA BHEE ¥gE eHEAM, A, 9¥,
9%, Fety, AN, $xojth. o 4 Wiy AWFZHNE AMde J2E O F
o, AME AYFYAE A2¥ 8BRS HEHS Yl A8dq
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3483 A¥dd A

272 dY 59 YA HALS HAEFH BYth o5 UuiHel AFBYY n
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k. TS AA sl HYsty] Ao WA dubA Bk nde 9 9 e
o AdANE AZLE wrlg g

3.1 ®ekel AA
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g% 2o 29E &3t rote EAZ sjAdd $ioh, a8y xeke AR )
%9 24 ol 8% AL o] 9 AU FHFE W3 Foirh

BoldElE B AFE T Aage] AFEE oS 2ysty AESd Oid 3
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AL RAVIAY AAo) T FARS Yobg Xaelh. nAVAL A RIAY
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2 e A& AF AYste w94 "ok
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3.3 484 839 A

JEANE BT e EHEY 4 Y& APV PYS £2T & Y 9B
Yo AAE AN 48F ¥R Ade $4 A4S AR PFHE AN
Azgth g WAL AEAE AW FBH AGH e B, SNl BAL Fol
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