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Abstract: In this paper the failure possibility
and the error possibility are used to represent
reliability of a technical component and that of
a human operator, respectively. The failure
possibility and the error possibility are fuzzy
sets on the interval [0,1]. 1In a man-machine
system, reliability of the technical component and
that of the human operator are usually affected by
many factors, e.g., the environment in which a
machine is operated, psychological stress of the
human operator, etc. The possibility is derived
from not only the failure or the error rate but
also estimates of these factors. The fuzzy rea-
soning plays an important role in the derivation.
The reliability analysis is performed by the use
of the possibility obtained by the present method.
Moreover this paper discusses the sensitivity
analysis which evaluates what extent the change
of the estimation of each factor has an influence
on reliability of a man-machine system. The
important factors to be ameliocrated are shown
through the sensitivity analysis.

1. Introduction

It is not likely
with respect to the
nent or human error

that enough amount of data
failure of a technical compo-
can be collected to estimate
the failure rate or the error rate. The estima-
tion of the failure and the error rates cannot
help being dependent on engineering judgement.
Moreover technical component reliability and hu-
man reliability are affected by many factors,
e.g., the environment in which a machine is oper-—
ated, psychological stress of a human operator,
etc. The failure and the error rates are modi-
fied by experts to consider the effect of these
factors., So reliability is a subjective concept.

In the conventional reliability analysis the
failure and the error rates are expressed by the
triplet[11[2], i.e., the recommended value, its
lower and upper bounds, in order to deal with im-
precision caused by lack of data and the estima-
tion of the effect of the factor.

The fuzzy theory is available to deal with
subjectivity. There have been various applica-
tions of the fuzzy theory in a variety of fields
[3]1. The fuzzy theory is also applied to the
reliability analysis and the risk analysis.

The concept of "fuzzy probability" is employed
in [4] and [5] since it may be difficult to assign
exact values to the probabilities of occurrence of
failures, and in the absence of genuine probabili-
ty data, estimates of failure probabilities are
customarily supplied by personnel familiar with
the operation of the system.

An automated risk analyzer is presented in [6],
The risk analyzer allows natural language esti-
mates because of overall complexity and inherent
imprecision. Overall complexity exists in the
analyzed system. Inherent imprecision implies
that there just isn't sufficient data for such a
mathematically precise estimate. So it is un-
realistic to calculate the failure probability.
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Schmucker{6] says that in making replacement of
"EXTREMELY LOW" for the failure probability
0.00162, we are sacrificing the "precision' of
numerical estimate to gain the believability and
confidence of an inexact, "fuzzy" estimate that
is both more realistic and easier to interpret,

A structural model of human reliabilityl[7] is
proposed by the use of the fuzzy theory. This
model represents the relations among four para-
meters, "job load", "ability", "stress" and "con-
centration allocation".

The failure possibility[8] and the error possi-
bility[9] have been proposed in the analysis of
technical component reliability and in that of
human reliability, respectively. These concepts
are based on consideration that all one can rea-
sonably estimate is the possibility or the plausi-
bility of an event taking place, given the infor-
mation that you can have on hand or can reasonably
assemble[6]. The failure possibility and the
error possibility are fuzzy sets on the interval
[0,1]. These possibilities are subjective mea-
sures and can be regarded as the same measure in
the reliability analysis{10]. The error possi-
bility can be combined with the failure possibili-
ty in the reliability analysis of a man-machine
system. On the other hand the error rate and the
failure rate should not be regarded as the same
measure. It is meaningless to combine these rates.
The comparison between the result of the human
reliability analysis by the use of the error
possibility and that by the use of the error rate
has been performed and the validity of the fuzzy
reliability analysis has been shown[1l].

This paper discusses the derivation of these
possibilities from not only thc failure or the
error rate hut also estimate of many factors which
affect reliability. Estimate of the factor is
also dependent on the engineering judgement and
the experience. So the given information is im-
precise. The derivation of possibilities is based
on the qualitative relation between reliability
and each factor. The fuzzy reasoningl[l12] plays an
important role to derive possibilities. The reli-~
ability analysis is performed by the use of the
possibility obtained by the present method.

This paper also discusses the sensitivity anal-
ysis which evaluates what extent the change of
estimate of each factor has an influence on reli-
ability of a man-machine system., The important
factors to be amelirated are shown through the
sensitivity analysis.

Hereafter the failure possibility and the error
possibility are treated together as the fuzzy
reliability.

2. Fuzzy Reliability

Let us consider a fuzzy set on the interval

[0,1] with a possibility distribution such as

F(x) =

1+ 20 X|x - x
where m =



The parameter x, gives the maximal grade of F(x)
and the parameteér m is related to fuzziness. F(0)
implies the degree of a possibility that a techni-
cal component does not break down absolutely or

a human operator does not fail absolutely. On the
other hand F(1) implies the degree of a possibil-
ity that the technical component breaks down cer-
tainly or the human operator fails certainly. Eq.
(1) means that even if x, is small, F(x) > O for
all x € [0,1], i.e., thefe is a possibility that
the technical component breaks down or the human
operator fails.

2.1 Derivation of Fuzzy Reliability
from Failure or Error Rate

Let [P,, P,, P.] be the triplet of the failure
or the error rate (hereafter the failure and the
error rates are treated together as the rate),
where P, is the recommended value of the rate, PL
is its %ower bound and P, is its upper bound.
1) Xg is derived from PM.

= f(PM)
= , P, %0
1+ (K x Log(1/P)° M
where f(0) = 0 and K is a constant.

X0

Table 1 Classification of X

Class | Bounds of Xg Representative Value of Xq
C1 1.0 -

C2 0.9 - 1.0 0.95
C3 0.7 - 0.9 0.8

C4 0.5 - 0.7 0.6

CS 0.3 - 0.5 0.4

C6 0.2 - 0.3 0.25
C7 0.1 - 0.2 0.15
C8 0.05 - 0.1 0.075
C9 0.0 - 0.05 0.025
C10 0.0 -

Logarithmic function in Eq. (2) is used in order
to fit the very small rate to our feeling. Egs.
(1) and (2) imply that even if the rate is esti-
mated to be very small from the viewpoint of reli-
ability, there is a possibility that the technical
component breaks down or the human operator fails.
The parameter K means the safety criterion{8].
Table 1 shows the classification of Xq-

2) m is derived from [PI’ Pg, PU].

i) Define ko= PM/PL and U= PU/PM. Those k
and kU are treated together as k.
Four uncertainty bounds are defined, such as
k€3, 3<ks5,5<k 210 and 10 < k.
In the class C., define m = 2.0 for k %
2.5 for 3<R S5, m=23.0for 5 <ks
and m = 3.5 for 10 < k.
In each class the representative value of x
is defined as shown in Table 1. The repre-
sentative value of x. is the middle point of
the bounds of x, in €ach class.
Let F.(x) be the fuzzy reliability in the class C,
and x-. be the representative value of x, in the
class C., i.e., F.(x,,) =1 (i =2, 3, ——, 9.

v) Within the same uncertainty bounds m is

obtained so as to satisfy

L
ii)

3, m
10

iii)

iv)

F (x,) = Fg(xs), (3)
where x, = f(?O x P i) when my is obtained,
X, = f(ﬁMi/lo) when my is obtained, and x5

=1f(PMi),

i
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The value of m in each class is compared with
that of m in the class C. in the sense of Eq. (3).
The fuzzy reliability”in the class C1 is de-

fined as

1, x =1,
F (x) = ()
0, x %1,
and that in the class C10 is defined as
o, x % 0,
Foa(x) = (3)
10 1, x = 0.

2.2 Derivation of Fuzzy Reliability
from Estimate of Many Factors

Technical component reliability and human reli-
ability are affected by many factors, e.g., the
environment in which a machine is operated, the
psychological stress of a human operator, etc. In
this section the effect of these factors on reli-
ability is considered. It may be easy to express
the relation between these factors and reliabili-
ty qualitatively. For example, with respect to
technical component reliability,

(T1-1) If quality of environment is good,

then component reliability is high.

(T1-2) If quality of environment is bad,

then component reliability is low.

(T2-1) If quality of maintenance is good, then
component reliability is high.

(T2-2) If quality of maintenance bad, then compo-
nent reliability is low.

With respect to human reliability,

(H1-1) If quality of work environment is good,
then human reliability is high.

(H1-2) If quality of work environment is bad,
then human reliability is low.

(H2-1) 1f degree of competence of a human
operator is high, then human reliability is high.
(H2-2) If degree of competence of a human
operator is low, then human reliability is low.
(H3-1) If quality of man-machine interface is
good, then human reliability is high.

(H3-2) If quality of man-machine interface is
bad, then human reliability is low.

(H4-1) If degree of fatigue is low, then human
reliability is high.

(H4-2) If degree of fatigue is high, then human
reliability is low.

(H5-1) If degree of stress is optimum, then human
reliability is high.

(H5-2) Tf degree of stress is low, then human
reliability is slightly low.

(H5-3) If degree of stress is high, then human
reliability is low.

Terms "good", "bad", "high', "low" and "slightly
low" are expressed by fuzzy sets on the interval

[0,1]. Fig. 1 shows the above expressions by the
use of fuzzy sets. In Fig. 1
sk
x = £(Py), 6

where PM is the recommended value of the rate,
and *

x +1
x' = — (7
2

The parameter xq in Eq. (1) is obtained by the
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Fig. 1 Relation between Reliability

and Estimate of Factor

fuzzy reasoning when estimate of each factor is
given. Fig. 1 also illustrates the calculation
sequence at estimate of each factor, i.e., x. (i
= T1l, T2, Hl, H2, ———, H5). The calculation se-
quencel[13] is described in details as follows.
Let hij(x) and gij(x)(j =1, 2 when i = T1, T2,
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Hl, ——, H4 and j = 1, 2, 3 when i = H5) be the
membership functions of fuzzy sets which express
the "if part" and the "then part", respectively.
1) Calculate

(8)

W, . h. .(x,).
ij ijiri

Each w, . means the degree of satisfaction of the
premisey
2) Find x, . such as
1]
Wiy = gij(xij)- €D
3) Calculate
Z:: W, X X,
S SN BN S (10)
Xn = .
0 DI
1!J 1J

As the parameter m in Eq. (1), the numerical
values, which are derived from the triplet of the
rate, are used. That is to say, the fuzzy reli-
ability derived from the rate and estimate of each
factor is obtained by the parallel translation of
the fuzzy reliability which is derived from only
the triplet of the rate.

3. Reliability Analysis Using Fuzzy Reliability

In this section the failure of a technical com-
ponent and the failure in a human task are called
as the event. It is assumed that two events are
independent of each other.

3.1 Logical Connectives
3.1.1 AND Connective
It is assumed that if two events happen, then

1

H(x, y) = 173
1+ (((=x)/x)"" "+((1~y)/y)
where O<x,ysl and H(O,y)=H(x,0)=0.

TEN (1)

an accident occures. The fuzzy reliability of the
total system is obtained by the function H and the
extension principle[l4].

3.1.2 OR Connective
It is assumed that if at least one of two

events happens, then an accident occures. The
N (/=) 4y (=g D3 )
X, ¥y) = , (12
L+ (/=) 4/ Gy H

where Osx,y<l and G(1,y)=G(x,1)=1.

fuzzy reliability of the total system is obtained
by the function G and the extension principle.

3.1.3 Depenedence between Two Events

It is assumed that if the event A happens, then
the event B is liable to happen. Let F, be the
fuzzy reliability of the event A, F, be that of
the event B and R be the degree of ghe dependence
between two events A and B. F],, which is the
fuzzy reliability of the event B influenced by the
occurrence of the event A, can be estimated by
"F, AND R". The fuzzy reliability of the system
with dependence is found in the following steps.
1) The case that the occurrence of the event A

influences that of the event B.

F, is the fuzzy reliability of the total sys-
tem, i.e.,
1

FB = H(FA, R). (13)



2) The case that the occurrence of the event A does

not influence that of the event B.

As far as the dependence between two events is
not complete dependence, the occurrence of the
event A does not always influence that of the
event B. The portion of the fuzzy reliability of
the event A which does not influence the occur-
rence of the event B is obtained by
FA = G(F;, Fé), (14)

where FA is this portion.

That is to say, the occurrence of the event A in-
fluences that of the event B (F!) or not(F)). The
fuzzy reliability of the total system F' in the
case 2) is obtained by
F' = H(F,, FB). (15)

F' implies the fuzzy reliability that the event A
occures and the event B occures not influenced by
the occurrence of the event A. )

3) The fuzzy reliability F as a whole is obtained by
F = G(F', Fp). (16)
The fuzzy reliability F is obtained by taking two
cases into consideration: the occurrence of the
event B is influenced by that of the event A (Fé)
or not influenced (F'). Egs. (13) through (16) are
calculated by the extension principle.

3.1.4 Evaluation
A fuzzy reliability F is evaluated from four

points of view. Let (F) = (xl(a), x2(a)) be o~
cut of F. o

1) X which gives the maximal grade of I.

I = %, an
2) potentiality for failure or error

Define

gg (x2(a) - 0.5)ada

J2 = T (18)
g’ (1 - 0.5)ada

where 92(8) = 0.5.

J2 is evaluated when J1 < 0.5. J2 is interpreted
as the potentiality for failure or error since the
part of the fuzzy reliability such as x2(a) z 0.5
for a ¢[0, B] is evaluated by Eq. (18). It can be
considered that the larger J2 becomes, the higher
the potentiality for failure or error becomes,
even if x, is evaluated to be small.
3) fuzziness of reliability
Define
T ,

gl
0
(1 - xo)ada
where xg(u) z x for @ ¢ [0,11].

(x2(a) - xg)odo

J3 = (19)

The fuzziness of reliability is evaluated by Eq.
(19). It can be considered that if J3 is large,
Jl is not evaluated with confidence.
4) the relative potentiality and the relative
fuzziness
Define

ge
0
8" (xs2(a) - 0.5)ada
where” xs2(B') = 0.5,

(x2(a) - 0.5)ada

J2' = (20)
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and 1
IO (x2(0) - xo)uda

Jo

The denominators in Eqs (20) and (21) are the
evaluations of the standard fuzzy reliability F
in the class which x, belongs to. Let (F,) =
(xsl(a), xs2(a)) be g—cut of F.. The standSrd
fuzzy reliability has a possibility distribution
such as

(21)

(xs2(a) - xo)ada '

S

1

Fg(x) = : (22)

1+20 % |x - x| "
where x. equals to thé evaluation Jl and m is
the numerical value for 3 < k £ 5 in the class
which Xq belongs to.

Eqs (20) and (21) imply the relative evaluation

in the class which Xy belongs to.

3.2 Sensitivity Analysis

The change of estimate of the i-th factor in
the n-th event may have an influence on the change
of the fuzzy reliability of the total system. It
is important to evaluate what extent the change
of estimate of the factor has an influence on the
fuzzy reliability of the total system from the
viewpoint of the reliability assessment since the
important factors to be ameliorated are shown by
this evaluation. This evaluation corresponds to
the sensitivity analysis.

Let F_ be the fuzzy reliability of the n-th
event an FT be that of the total system.
Define

1

S(F) = (x1(a) + x2(a))ado, (23)
where (F) = (x1(a), x2(a)) is d-cut of a fuzzy
reliabilify F,

and
S(FT + AFT) - S(FT)

JA(Fn‘

. (24)

) =

S(F . + AF ) - S(F )
where AF . 18 the gﬁange of "the fuzzy reli-~
ability owing to the change of estimate of the
i-th factor in the n-th event, and AF, is that
of the fuzzy reliability of the total system.

The larger J4 becomes, the more important the
factor becomes. If J4(F .) is large and estimate
of the i-th factor in thé n-th event is low, then
it is necessary to ameliorate the condition of
this factor. On the other hand if J4(F_,) is
large and the estimation of the i-th faltor in the
n-th event is good, it is necessary to keep up the
condition of this factor.

4. Example

4.1 Outlines of Example

PG

(:}_______
*

Fcv A

FIC

FS

—{ -

high pressure
raw material

VESSEL

Fig. 2 Simplified Schema of Plant



Fig. 2 shows the simplified schema of the
plant. The state of the plant is held steady.
An operator is instructed to increase the flow
rate of the high pressure raw material by
controlling valves. The operation procedures are
as follows.
(1) The operator holds the flow control valve(FCV)
the specified amount of valve opening through the
flow indicating controller(FIC) reading the flow
indicator. The amount of the FCV opening should
be fit for the increase of the flow rate of the
high pressure raw material.
(2) The operator moves. He holds the valve A the
specified amount of valve opening manually read-
ing the pressure gage(PG).
The failure of the technical component and the
operator’'s failure in his task are expressed
qualitatively as follows.
i) The failure of the flow sensor(FS) or the FIC
(the part of the indicator) and the operator's
failures in reading the FIC and in controlling
the FIC or the failure of the FIC (the part of
the controller) or the FCV lead to the failure in
the task (1).
ii) The failure of the FS or the FIC (the part of
the indicator) influences the operator's failure
in reading the FIC. It is assumed that the oper-
ator has competence for the task. So there is a
possibility that the operator becomes aware of the
failure of the FS or the FIC. The dependence be-
tween the failure of the FS or the FIC and his
failure is assumed to be medium dependence.
iii) The operator's failure in reading the FIC
leads to his failure in controlling the FIC. The
dependence between these tasks is assumed to be
complete dependence.
iv) The failure of the PG and the operator's fail-
ure in reading PG and in controlling the valve A
or the failure of the valve A lead to the failure
of the task (2).
v) The failure of the PG influences the operator's
failure in reading the PG. However the dependence
between them is assumed to be medium dependence as
mentioned in ii).
vi) The operator's failure in reading the PG leads
to his failure in controlling the valve A, The
dependence between them is assumed to be complete
dependence.
vii) The failures in the task (1) and in the task
(2) lead to the break down of the vessel.

Fig. 3 Fault Tree of
Break Down of Vessel
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Fig. 3 shows the fault tree of the break down
Fig. 4 shows the membership func-

of the vessel.

R2 Rl

rade of
bership —

&
< mem

1

th complete dependence

R2: medium dependence

Fig. 4 Membership Functions of

Degree of Dependence

tions of complete dependence and medium dependence.
In this example the following factors are con-—

Table 2 Rate, Parameters K and m,
and Estimate of Each Factor

Failure Rate X
(Event No.) me,ma or we,c,i,f,s (mU, mL)
£
FS 8-4,1.752-3,1-2 1/10g(1/P,)
(7-1) 0.6.,0.8 (3.1, 2.5
FIC (7-2) | 2-2,4.06-2,6-2 1/1og(1/P,)
(Indicator) | 0.6,0.8 (2.0, 2.0}
FIC (4=2) | 2-2,3.57-2,5-2 1/10g(1/P,)
(Controller) | 0.6,0.8 (2.0, 2.0}
FCv 8-4,5.782-3,2-2 1/1o0g(1/P,)
(3-2) 0.6,0.8 (1.7, 4.6
PG 1-1,1-2,3-2 1/10g(1/P.)
(5-3) 0.5.0.9 (3.0, 2.03
A 1-3,5-3,1-2 1/10g(1/P,)
(3-4) 0.6.0.8 (2.5, 2.03
Reading FIC | 1-3,3-3,1-2 1/log(1/P

)
(3.5, 2.0y

(6-2) .5,.85,.55,.55,.8
Controlling | 1-4,5-4,1-3 1/1og(1/P,)
FIC (5-2) .5,.85,.55,.55,.8 (2.0, 3.53
Reading PG 1-3,3-3,1-2 1/10g(1/P,)
(5-4) .5,.85,.55,.55,.8 (3.5, 2.0?
Controlling 1-4,5-4,1-3 1/1log(1/P,)
A (4-b) .5,.85,.55,.55,.8 |(2.0, 3.5%
_ * reads,as 1x1072. _ 3
Pl = 5x10Q . P2 =10 ~. P3 = 5x10 7, P4 =10 7,

sidered.

With respect to the technical component,

environment(me) and maintenace(ma) are considered.
On the other hand with respect to the operator,
work enviornment(we), competence for the task(c),
man-machine interface(i), fatigue(f) and psycho-
logical stress(s) are considered.
tion between these factors and reliability be the
one as mentioned in section 2.2.
Table 2 shows the failure or the error rate, the
parameters K and m, and estimate of each factor.

4.2 Results of Analysis
Fig. 5(a) shows the fuzzy reliability of the

total system.

as the total system.
reliability of the task (1).

Let the rela-

This figure shows good reliability
Fig. 5(b) shows the fuzzy
This figure does not

necessarily show good reliability since Jl is
greater than 0.5 and F(1) is greater than F(0).
There is a high possibility that the operator



fails in the task (1). The important factors,

1 J1 = 119 1
J2 = .082
o J2'=7.73 a
.t . _
“G J3 = .192 wE J1 = .54
ol J3'= 1.57 ok J2 - _-__\
o e <0 J2'
o = Qe
5 & 5o J3 = .445
J3'= .853
0 1 0 )
(a) (b)

Fig. 5 Results of Analysis I

which relate to the task (1), are chosen to be
ameliorated from the result of the sensitivity
analysis. These factors are underlined in Fig.
Environment factors and maintenance factors in
the events (4-2) and (3-2) are chosen since the
failures of the event (3-2) or (4-2) leads to the
failure in the task (l). None of factors im the
event (5-2) are chosen since the dependence be-
tween the events (5-1) and (5~2) is complete de-
pendence. The work environment factor and the
man-machine interface factor in the event (6-2)
are chosen since the degree of dependence between
the events (6-1) and (6~2) is not so high as com-
plete dependence and estimate of the work environ-
ment factor and that of the man-machine interface
factor are low. The environment factor and the
maintenance factor in the event (7-1) are chosen
but those in the event (7-2) are not, since the
event (6-1) happens when the event (7-1) or (7-2)
happens and reliability of the event (7-1) is es-—
timated to be lower than that of the event (7-2).
It is assumed that the environment factor with
respect to the technical component is not amelio-
rated in spite of large J4 since amelioration of
this factor is not easy. As the result of amelio-
ration, the condition of each factor which is

3.

chosen is estimated at the best, i.e., 1. Fig. 6
1 1
Jl = 097
J2 = .033
5 J2'= 5.05 a L4929
5% J3 = .138 wi :
@ T Ry = .283
L8 J3'= 2.15 o = .858
T E =2
50 SE = .365
oo = .899
0 1 0 1
(a) (b)

Fig. 6 Results of Analysis IT

shows the computed result after the amelioration
of factors. Fig. 6(a) shows the fuzzy reliability
of the total system. Comparing Fig. 5(a) and Fig.
6(a), Fig. 6(a) shows higher reliability than Fig.
5(a). Fig. 6(b) shows the fuzzy reliability of
the task (1). Comparing Fig. 5(b) and Fig. 6(b),
it is found that Jl in Fig. 6(b) is smaller than
that in Fig. 5(b) and that F(1l) in Fig. 6(b) is
smaller than that in Fig. 5(b). As a result of
the amelioration of factors which is chosen
through the sensitivity analysis, reliability of
the total system become higher.

5. Conclusions

This paper is based on consideration that all
one can reasonably estimate is the possibility or
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the plausibility of an event taking place, given
the information that you can have on hand or can
reasonably assemble. Estimate of the failure and
the error rates can not help being dependent on
engineering judgement because of the lack of pre-
cise and complete data. The fuzzy set would seem
more appropriate for the representation of reli-
ability rather than the failure rate and the error
rate, which have been used in the conventional
reliability analysis. Moreover reliability of
technical component and human reliability are
affected many factors. The relation between reli-
ability and these factors are well expressed
qualitatively rather than quantitatively. This
paper expresses reliability by the use of the
failure possibility and the error possibility
which are fuzzy sets on the interval [0,1]. 1t
becomes possible to analyze reliability of a man-
machine system including human reliability by the
use of these possibilities. This paper discusses
the method to derive these possibilities from not
only the failure rate or the error rate but also
estimate of the factor which affects reliability.
This paper also discusses the sensitivity anal-
ysis which evaluates what extent the change of
estimate of the factor influences reliability of
a man-machine system. The important factors to be
ameliorated are chosen through the sensitivity
analysis. The example shows that the present
method is useful.
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