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ABSTRACT
A reliable Analytical Redundancy(AR) based
Fault Detection Scheme(FDS) that can detect,
discriminate sensor fault and process fault
is presented. And a Fault Tolerant Control

System ( FTCS ) with the FDS that performs
original control objective without consid-
erable 1loss of control performance in the

face of sensor/process faults is construct-
ed. These propositions are valuable in the
sense that it resolves the well known sen-
sitivity problem and that sensor/process
faults can be detected, discriminated so
that effects of any fault can be promptly
accomodated by reconfiguring control system
structure automatically.

1.Introduction
In order to maintain desired 1level of
reliability and safety of control systems
possible but unexpected faults must be
promptly detected and appropriated remedial
actions have to be applied. A conventional
hardware redundancy method(HRM) can be used
for fault detection, the method is with
following penalties;
- component cost, volume, power consumption
and weight
~ difficulty of minor fault detection
- operator’s responsibility to fault diag-
nosis and remedial actions

Due to remarkable growth of computer tech-
nology, various software methods for fault
detection and diagnosis have been developed
to alliviate the difficulties of HRM since
middle of the 1970’s. Among available tech-
niques, the most promissible fault detection
method is the use of Analytical Redundancy
(AR) in which input/output behavior of a
system is utilized analytically to recogni-
ze possible changes cause by faults.Most of
the ARM available nowdays were well pre-
sented in survey papers by Willsky',Merrill?

Clark“)and Upadhyaya”qand can be classified
as following according to residual generat-
ion method.

- detection filter(E)

- Multiple filter scheme/Dedicated observer
scheme 2 (6) H

- Kalman filter innovation based scheme® 2.

- Parity relation approach ¥

One of critical problems with ARM is sen-
gitivity; Detection performance of sensor
fault detection system{process fault detec-
tion system) is significantly deteriorated
by parameter variation,unknown input ditur-
bance (measurement noise,sensor bias) etc..
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Although a few schemes to remove the diffi-
culty have been suggested by using paramet -
er insensitive observer, unknown input obs-
erver , the schemes can not give complete
solution because the schemes are designd to
detect only one type of fault.

Another problem to be further investigated
is to design Fault Tolerant Control System
including AR based FDS to increase system
reliability.

The purpose of
twofolds:

this paper therefore is

- develope an innovation based FDS
detect and discriminate sensor fault and
process fault even when operating envir-
onment of control system change to some
degree.

- propose a FTCS including the FDS that can
be performs original control objectives
in the face of sensor/process faults.

that

2.Basic structure of estimator based
control system and effects of faults

2.1 structure of estimator control systems

Consider a controlled process

driven by
following discrete equation.

X(k+1)=AX(k)+BU(k)
Y(k)=CX(k) + vi(k)

+ n(k) )

{l.a
(1l.b)

Kalman filter is given by the equations

X(k+1)=AX(k)+BU(k)+G(k)r (k) (2)
rik)=Ym(k)-CX(k) (3)
where Ym(k) is measured outlput and G(K),
P(k) are computed from eq.(d})i(5}).
G(k)=P(k)C’[CP(k)C'+R(k) ] (4)
P(k+1)=A[{I-G(k)CIP(k)A’'+Q(k) (5)

The control input (gain) K(k) can be ob-
tained according to desired control objec-
tive in following form.

U(k)=K(k)X(k) (6)
And the overall structure of estimator
based control system containing controlled

process, Kalman filter and controller is

shown in Fig.l1l.
2.2 Effects of process(sensor) fault
In all state feedback control systems that

contain state estimator,control performance
is largely dependent on the accuracy of



state estimates provided by estimator such
as kalman filter since control inputs are
generated by using these estimates.

Although the kalman filter, if properly
designed,gives very good state estimates in
normal operating condition, some unexpected
change of operating conditions due to sen-
sor (process) faults cause errorneous esti-
mates. The estimation errors are fedback to
controlled system via controller and badly
deteriorate control performance.

(a) process fault: If some process fault
such as parameter variation, actuator fault
occurred, actual plant dynamic equation be-
comes as follows.

X(k+1)=AX(k)+BU(k)+DpWp(k)+n(k) (8)
In these cases, the residual r(k) is not
zero mean process but has a mean that can
be represented by eq.(9).

r(k)=Sp Ex(k)+e(k) (9)
In this equation, Ex(k) is state estimation
error vector which can be defined as

Ex{k)=X(k)~-X(k)=VpWp (10)
Therefore, the control input generated by
using the kalman filter estimates include

unknown error of K(k)Ex(k) and it deterio-
rate the control performance of overall
system. Another important problem with pro-
cess fault is the fact that original cont-
rol objective cannot be achieved even when
corrected estimate is used for input gener-
ation as far as the effects of process fau-
1t was not considered in the design stage.
A viable method to perform the objective is
drive an additional fault accomodating con-
troller in order to remove the effects of
fault.

(b) sensor fault:When sensor fault is con-
sidered,measurement equation becomes as eq.
(11)

Ym(k)=CX(k)+DsWs(k)+v{k) (11)

Kalman filter estimation error and residual

can be represented by eq.{12)(13), respect-
ively
r{k)=SsEx(k)+e(k) (12)
Ex(k)=X(k)-X(k)=VsWs (k) (13)

In this case, control input includes the
error of G(k)Ex(k). And it is neccessary to
compensate the errorneous estimate in order
to perform original control objective.

X - - Ym
. o~ MEASUREMENT
PROCESS DEVICE
&
— b4
FEEDBACK STATE
GAIN ESTIMATOR

Fig.1l Structure of estimator based control
system
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3.The proposed structure of FTCS

The proposed FTCS structure is shown in
Fig.2. The structure is new one in a view
point that the system detect, discriminate,
diagnose and compensate process fault and
sensor fault, simultaneously, while almost
all of the conventional FTCS treat only one
type of faults.

3.1 Fault detection

The innovation sequence of the kalman
filter that is a basic component of state
feedback control system is very useful in-
formation that can be used for detecting
fault symptoms. And fault detection is made

from the information by mean test, variance
test with preselected threshold values.
The threshold values that are compared

with computed mean or variance must be sel-
ected by considering false alram probabili-
ty,miss probability, detection probability,
measurement cost and computational burden
etc..If threshold values are selected, then
computed mean and/or variance are compared
with the threshold. And fault is declared

when any one (or more) of mean and/or vari-
ance 1is (are) larger than corresponding
threshold values.

3.2 Estimation of fault magnitude

When any fault symptom is detected, the
kind of fault must be promptly identified.
It is also necessary to estimate the fault

magnitude. Although a few schemes have been
developed to estimate fault magnitude, two
bias estimation schemes based on GLRT and
MLE are expected to be useful for estimator

based control systems because these bias
estimators are driven by kalman filter
innovation sequence inherently and give

good estimates of fault magnitude that can
be used for correcting the errorneous state
estimates provided by kalman filter.

The bias estimation algorithm adopted in
this study is as follows.

W(k)=[I-L(k)S(k)IW(k-1)+L{k)r (k)
L{k)=M(k+1)[CV(k)+Es(k)1'R(k) .
Mik+1)=M{k) +S{k)’[CP(k)C'+R(k)] S(k)

In above equation,ﬁ(k) is estimate of fault
magnitude, and related parameter matrices
are computed by recursive equations descri-
bed below.

S(k)=CU(k)+Ds
V(k)=U(k)-G(k)S(k)
U(k+1)=AV(k)+Dp

The estimation algorithm can be applied to
estimate both process faults and sensor
faults by following simple modification.

i) set Ds=0 for process fault
ii) set Dp=0 for sensor fault

With estimation result W(k), state estimat-
ion error of normal mode kalman filter
caused by faults can be corrected by

R(k)=X(k)+V(k)W(k)
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3.3 Discrimination of process fault and

sensor fault

The problem of detection,estimation and
accomodation for process fault and sensor
fault have been treated separately in all
previous studies.However,performance deter-
ioration of process{sensor) fault detection
system due to small perturbation of
signal (process parameter)

sensor
is inevitable.

Although a few process(sensor) fault det-
ection schemes that are insensitive w.r.t.
sensor (process) fault have been suggested,
the problem still make its practical appl-
ication very restrictive.

In this paper, the difficulty is removed
by using the proposed FTCS structure.In the

system shown in Fig.2 two bias estimator,
one for process fault and the other for
sensor fault, are deriven by innovation

sequence of a kalman filter.The PFBEST(pro-
cess fault bias estimator) estimates bias
with the assumption that the detected fault
symptoms are generated by process fault and
the SFBEST( sensor fault bias estimator)
estimate bias with assumption that the sym-
ptoms are generated by sensor fault. Then,
errorneous state estimates are corrected by
using these inforgations are reconstruct
the Yp and Ys,When Yp(Ys) is corrected out-
put estimates with the assumption that pro-
cess (sensor) fault is occured. Finally,?p
and Ys are compared with measured output
value Ym.

And discrimination logic can be designed
by considering the following with assumpt-
ion that process fault and sensor fault can
not be occured at the same instant.

1. If the detected symptoms are generated
by any sensor fault,remaining measured out-
put value are approximately equal to recon-
structed output Ys while all the elements
of Yp, the reconstructed output provided by
PFBEST,are quite different from Ym.

2. If the detected symptoms are generated
by any process fault, reconstructed output
values ( Ypi,i=l,----,p) are approximately

equal to Ym, while elements of Ys are quite
different from Ym due to the fact that sen-
sor fault assumption is false.

3. In the transient period, considerable
overshoots may be contained in the bias
estimates,since the overshoots increase the
rate of invalid discrimination,it is desir-
able that the decision time is delayed
until admissible informations c¢an be ob-
tained from the bias estimators.

According to above facts,an efficient re-
liable fault discrimination logic is sugg-
ested as follow.

if MIN{abs(Ymi-Ysi)] >1/pZ abs{¥mi-¥pi),
then process fault ! “
if MIN[abs(Ymi-Ysi)] (1/p£’abs(Ymi-Ypi),

e

then sensor fault -
where p is number of sensors, Ysi is esti-
mated value of Yi corrected by SFBEST and
?pi ig estimated value of Yi corrected by
PFBEST.
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3.4 Compensation of fault effects

The compensation of sensor fault effects
is quite simple. And it can be comple@gd by
sending the correctd state estimats Xs=X+
VsWs instead of X, state estimates provided
by kalman filter,to the feedback channel.

In the cases of process fault,Aon;y tke
use of corrected state estimates Xp=X+VpWp
instead of ¥ is insufficient to completely
remove the fault effects since the process
fault means that undisirable (input) dis-
turbance are intrcduced to actual plant.
And it is inevitable to reconfigure the
control system structure by introducing an
additional fault accomodating controller or
by actuating the stand-by component, if
possible.

AS a simple example,actuator fault can be
compensated by#adging the additional cont-
rol input U=-B QpW% to the original control
input UzKXp where Wp is the estimated fault
magnitude provided by PFBEST.Any disturban-
ce accomodation control scheme can be adop-
ted for this purpose.



4.Appication

In order to show the performance of the
proposed FTCS,it is adopted to 3 tank level
control system.

Fig.3,4 show the bias fault estimates and
the control system responses when actuator
bias fault occured at 40 sec. And Fig.5,6
show the bias fault estimates and the res-
ponses of FTCS when sensor fault occurred
at 40 sec.

As shown in the simulation results,effects
of fault are effectively removed by intro-
ducing the proposed FTCS structure where
performance of the conventional control
system badly deteriorated by the fault. It
should be noticed that the proposed FTCS
has the ability to discriminate and to com-
pensate the sensor fault and process fault

automatically while almost all of the FDI
system treats them separately.
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5.Conclusions

In this paper, a fault detection
and a FTCS that can be adopted for inhanc-
ing the functional reliability of estimator
based state feedback control system are
proposed.

The FTCS is composed of;

~ kalman filter innovation
detection logic

- two bias estimator, one for sensor fault
and the other for process fault,driven by
kalman filter innovation sequence

- discriminating 1logic for discriminating
sensor fault and process fault by the use
of information provided by bias estima-
tors

- fault accomodating control structure for
sensor/process faults

based fault

Main contribution of the proposition are

as follows.

- The FDS not only resolves well known sen-
sitivity problem that makes application
of existing AR based FDS difficulty but
also can detect and discriminate sensor/
process faults.

- The proposed FTCS can performs original
control objectives without considerable
loss of control performance in the face
of sensor/process faults because the sys-
tem promptly accomodate effects of faults
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scheme

by reconfiguring control structure, while
all existing FTCS treat only one type of
faults.
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