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In this paper, a functional m-~redundant system, which is m~fault tolerant,

is defined based on the graph-theory.

This system is designed to be t{tZm)

fault-diagnosable by comparing its unit's outcomes without additive test functions,

and so, the system down for diagnosis is not needed.
system is presented and this effectively uses system's redundancy.
that this model can be converted into Preparata's model,

The disgnostic model for this
It is shown
Thus, the diagnostic

characteristics of a functional m-redundant system is analyzed by the method

originated by Preparata et al..

1. Introduction
Nowadays, owing to the increasing necessity

and extensive application of computer systems, the
importance of self-diagnosable system also increases.
Asystem which has the capability of finding out all
the faulty subsystems in itself is called a self-
diagnosable system.

According to Preparata's model(1)(in this
paper, we call it 'fault diagnosis in irredundant
system'), a system is divided into several units
and each unit has the function of testing any
other one or more units, so each unit is tested
by one or more other units. Therefore, every unit
should have the function of testing other units
besides its own main function.

It one or more faulty units are fount, they
should be immediately repaired or replaced with
fault-free units, But in some special cases, the
down time for repairing the faulty unit is not
allowed(in real-time applications),or manual access
and replacement is impossible(e.g. space-ship,
satellite etc.).And in the case of a very large

computer system, the lost time cost is too high.
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For i1l these cases, the system should be designed
to perform ita function normally against some faults,
and fault diagnosis processing should be done on-line.
Thus, the concept of fault~tolerant system has been
emphasized.

The concept of fault-tolerant system, which has
been being studied since the computer was originated,
uses the redundancy and the study based on the
graph-theory was firstly introduced by J.P.Hayes(4).

In this paper, a functional m_redundant systes,
which is m-fault tolerant system, is defined based
on the graph-theory. This system is designed to
be t( t2m) fault-diagnosable by comparing its unit's
outcomes without additive test functions, and since -
the diagnosis method of this system is comparing
each unit's outcomes, the system down for diagnosis
is not needed.

In chapter 2, the diagnostic model given by
Preparata ot al. is described, and in chapter 3,
the structure of a functional m-redundant system
In chapter 4, a method which can be
used to analyze the diagnosis characteristics of
this system is presented and it is analyzed by
this method.

is presented.



2. Fault Diagnosis in Irredundant System

(1) A Graph-theoretical Method for Diagnosis

The fault dingnouble system is
and seach unit

composed of
several units, can test the
other unit. If each unit ecan
as node, and each test link
fault diagnosable
digraph G(V,E)

unit ug tests u,
test

where a_ =1 if
1)

be represented
the

system S can be denoted by
and (u,, uJ.)EE if and only if
in 8.

tests wu,

as edge,

The outcome of a
in which u,
unit vy finds unit uJ, to  be
ir u, finds uj to be

is denoted by a,,
1

faulty and ;. =1

nonfaulty. If v is faulty, then the outcome
.ij is wunreliable. The set of test outcomes
aij represents the syndrome of the system.

Definition 1
step t-fault diagnosable if all faulty units
within the can be didentified without
replacement provided the number of faulty

A system of n units is one-

system

units present does not exceed t.

(2) One-step Fault Diagnosis

i, for VeeV, 1) (u,u)EE with ui,ujs___ﬁr
implies % =0 , and 2) (ui,uj)eE with uigvf
ujeVr implies 8, =1, then V, is called
Consistent Fault Set(CFS) system S.

If such Vt‘
syndrome which is
the

of a
can be identified by asystem's
obtained from test outcomes,
system S 1is t-diagnosable.

For a given digraph G(V,E) and ueV,
let I’u:(uil(u,ui)éEj and |"X={UuEx \"u-Xj ,
XCV., Then the relation among the

units n,t and test link 1is

number of

given as follow.

Let G(V,E) be the digraph of
Then S is t-

Theorem 1

a system S of n units.

diagnosable if and only if : 1) n22te1 ;
2) din(u)Zt, for all u&V ; and 3) for
each integer p with Oﬁpvct, and each XQV
with |X|= n-2tep, IFJ(I >Pp-.
proof: Theorem 2. of (2).

For given integer and t, & aystem S

of n{n=2t+1) units is said to belong to a

113

design D when a testing link from u to

it

uy exists if and only if j-i=fw{mod n) and
m  assumes the wvalues 1,2,...,t.

Lemma 1 : If a system S employs design
Dy, Such that (g,n)=1 then S is one-step
t-fault diagnosable and D.\'t is an optimal
design.,
proof : Theorem 3. of (1).

So, an optimal one-step t-diagnosable

system can be obtained by DJt design. Fig.?

shows example of DJ't system for t=2 and §-=1,
de
n odl
uy Yy
Fig.1. DJ’t system.

3. Fault Tolerant System

of reliable

since the

The problem
studied

computing has been
computer was originated. A
that it is
built-in capability(
the

programs

fault-tolerant computing
a system which has the
without external assistance) +to preserve

system 1is

correct execution of its
in the
set of operational faults(5).
fault is
in the value of one or wmore
in the hardware of the system.

The fault tolerance can be
diagnostic

contimed

and functions presence of a certain
An operational
an unspecified(failure-induced) change
logic varisble
achived by

processing and redundancy of system's

structure or operation. For fault tolerance, a
system of faults
its and it should have redundancy

for compensating these faults.,

can diagnose the presence and

location,

(1) t-FT System Model

J.P.Hayes(6) represented computing system as

Facility graph Gf s of - which node x

system's facilities and each edge denotes

represents

acceas



link between facilities.

In this paper, t-FT asystem is defined
based on this model. When the function of
system S is A, let A be divided into its

subfunc tion ri. Then we can write Az{til
i=0,%,...,k; k is any

zer05 . When unit u, performs subfunction

integer greater then

fi’rj’ we write ui(i,j). Then a systema S
represented as Graph G, in which
any subset of A,

a unit which can perfora

can be

each node denotes and it

is interpreted as
several subfunctions.

Definition 2 : A system of n units is
t-FT if, when t{t{n)

removed, the union of all

system unit(s) isiare)
subfunc tions
which can be n-t

A.

performed by remaining

units is

(2) Design of t-FT System

It any subfunction is
a t-FT
Since the t-FT system
t-diagnosable, it 1is desirable
whit this consideration.

should be

units when the

performed by several

units system can be implimented.
s

should be
to be

effective

designed

Since a
ninimum 2t+)
have
the
2441
of the
2t+1
denoted by fi(i=0,1,...,n-1), & RJt system is
follow.

system composed of
units which
no
t-FT system should be

units.

self-diagnosing capability are used,
composed of minimum
a function A

divided into

For optimal design,
is assumed to be
If each

system

subfunctions. subfunction is

defined as

Definition 3 : A
if it
each unit u, can perform t+1
f

a th

units,

system is

of n=2t+)

system

is composed and if

subfunc tions
1? T(aed)mod n? ~** T(i4dt)mod n and  is

connected with other t units u(i+3')mod n?
crer Ui ft)mod n”

Fig.2 shows an example of R1’3 system.
Each node denotes a unit which can perform
any subset of A and each edge denotes an
access link Dbetween units.

Theorem 2 : A R.\‘t system is always t-FT.
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Fig.2. R system
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procf ¢
distributed

Since a subfunction f ie A is
in t+1 units, even if t unit(s)
faulty, there then
equal to one unit. is

t-FT.

is(are)
So,

is(are) always more

or a R; system

t
always

A general functional m-redundant system

can be defined from RJ system.

t

Definition 3 : When a system S of n
that A
be divided into n subfunctions f‘i(i=0,1,...,n—1)
. then, for m<£(n-1)/2, the

& functional m-redundant system

units has a function A, assume can

system S is
if

uy can perform m+1 subfunctions fi, f(

each unit

i+1)mod n,
and is connected with other

seny

f(ims Jmod n

m units Uiiet)mod n’ H(i«2)mod n’ 7 Y(14m)

mod n°

Corollary 1 : A functional m-redundant

system is always m-FT.
proof : It is apparent from theorem 2.
4. Fault Disgnosis in a Redundant System
In the Preparata's diagnostic model, the
syndrome of a system is obtained by test
results. But, in & redundant system, since a
subfunction is performed by several wunits, the

faults can be diagnosed by comparing their

So,

outcomes.
which have

comparing 1link.

for diagnosis, any two units
should have a

A comparing result Cij is 0

same subfunctions

if uy agrees with u, for any subfunction fk,
i . =C
and is 1 otherwise (eij ji)



Fig.3 shows a diagnostic model for a
functional 1-redundant system with n=5. The
weight of each edge represents comparing
outcomes when u0(0,1) is assumed to be
faulty. Since uo(0,1) is faulty, G, 040
become 1. If i’ is assumed that the mmber
of faulty unit does not exceed 2, this
system can diagnose upto 2 faulta.

r Voo, 1)

Fig.4. An equivalent diagnostic
model of Fig.3.

Us(%,9) YNTRY)

From lemma 2, the following theorem
is obtained.

w3 e ) Wal3) Theorem 3 : If nZ2ts1 and m=[t/2], a

Fig.3 Example of fault diagnosis in functional m-redundant system composed of n

a functional 1-redundant system(n=5). units is' always t-fault diagnosable.

proof : By Jlemma 2, a functional m-

The diagnostic characteristics of general redundant system model S can be converted

redundant system can be analyzed by Theorem into an equivalent irredundant system model

1 4if its diagnostic model can be converted S', so, it-is sufficient to show that S'

inte an irredundant system wmodel. satisfies theores 1.

a). Since n22t+l, it satisfies theorem 1,
Lemma 2 : A comparing result Ci. of a 1)

redundant system is interpreted as two
test results a, ., aji of an irredundant

b). By definition of a functional =-

15 redundant system, for all ueV, din(u)=2n.
system.. since m= [t/2T, 2m2t. Thus, 4 (u)=2mzt
and it satisfies theorem 1, 2).
preof : There are three comparable cases

¢). X, which makes |FX| minimm, is a set

as follow; of ajacent units. Let X be a set of

a) both uy, v, are fault free : ¢hen, k ajacent units, then x:,iu.’ u(i 1)mod n’
C,.=0 and a, =&, 0. Therefore, C,. can be + +1/mod n

ij ij ji ij ceey u(i+k-1 Jmod n} . Since S is a functional
interpreted using twoc identical value aijg m-redundant ~system, u(y k<1 )mod of S' has
a., by the weight of C_ .. . + wod n

ji i #+1 subfunctions f

. f - »
b) any one unit(ui) is faulty ; then (i+k-1)mod n’ ~(i+k)mod n

cij.1 and ‘ij‘x’ gji.‘l . Since O is don't T f(i-&k«nﬂ)mod nt U (i4k=1)mod n has
cara , it can be assumed to be 1. L-e Utiomimedn
Therefore, cij can be interpreted using R . ) B
two identical value a ij“ji by the weight Yu ~1)modn
of cij' > u; X
¢) both ugs are faulty ; then, Cijcx !
and 8y By oTe both - x. Therefore, C. . fuu vh-Dmodn
can be interpreted using two identical Ml 4 k)
values aij“ji by the weight of cij' . e ’ A

P
MeiekamegImed n
Fig.4 shows an equivalent irredundant

system model for a that of Fig.3. Fig.5. Proof of theorem 3, c)
5. s C)e
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Fig.6. Examples of 3-fault diagnosable systems.

test links to a set of m units A:iuj! also 1-FI. c) shows a 2-FT system with m=2,
uj¢x, j=(i+k)mod n, (i+k+1)mod n,..., (i+kem-1) In this case, this system has no test 1link
mod n) . And since m units U5 1)mod n’ since it is 3-fault diagnosable only with
Y5 2mod n’ """ and u(i-m)mod n have fi, u, comparing links,
has test links to a set of m units B=§uj|
uj¢x, j=(i-m)mod n, (i-ms1)mod n,..., (i-1)mod nj . 5, Conclusion
Then, XCV, Ac.V, BcV and PXCV. Since
XNPX=@P, we have [X|+[PX]€ |V]. and Up to now we considered the method of
[v]z2t41, Ixl¢t, [A] =]|B| =m and FPX=AUB. implementing a high-reliable digital system.
i) when t is even, m=t/2. Thus, |X| +|[X]= The main concept of FT system is to avail
le +|AUB] = IX] + JA] +1 B -} ANB[<t + 2m - the redundancy. In this paper, using the
{ANB] . Since |V{>2t, we have ANB ¢ redundancy effectively, t-fault diagnosable
from Fig.$. Therefore, [FX] = [A]l +[|B| = 2n = system 1is implemented without additive fault
t. Since p = t-1, we Thave "’XI)p- diagnosis functions. And such a system could
ii) when t is odd, m=t/2+3. Thus, [X| + 17zl be analyzed by the diagnostic model proposed
=1x] +1ayBl = I1x} + 14l + ] Bl -1 ANBIS te2m- by Preparata et al..
fanB] = 2t + 1 - [ANB} . Since |V]|Z2t 4+ 1, The diagnosis method using redundancy finds
we have Af\B =¢ from Fig.5, Therefore, out the fault by comparing each output,
[Px|=1a] +[B] ==t 4+ 1. Simcep=1t-1, therefore there's no nced of system down for
we have |[PX|>p. diagnosis. And in R, system, the fault can
In all cases, we have [I’X[)p, so, it be immediately diagnosed and this system can
satisfies theorem 1. 3). perform its functions oorrectly without

degradation until the number of faulty units

From above theorem, it is seen that a does not exceed t.
RH. system is always t-fault diagnosable. This study can especially be applied to
According to theorem 3, it is possible +to a distributed computer system.
construct a fault-diagnosable system nly In this paper, the indirect method which is
using comparing links. used to analyze the diagnostic characteristics
Fig.6 shows various exsmples of various of a redundant system by converting its model
3-fault diagnosable system with n=7. a) indi into an irredundant ons® was presented, but
indicates Preparata's D13 system with no it is needed to study about the direct method

redundancy. b) shows a system with mel, which which can be used to analyze that from 1its
fhas additive test links since it is not 3- own model.

fault diagnosable only with comparing links.

This system is not only 3-diagnosable, but
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