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Abstract 
Software copyright are written in text form of documents and stored as files, so it is easy to expose on an illegal 

copyright. The IOT framework configuration and service environment are also evaluated in software structure 
and revealed to replication environments. Illegal copyright can be easily created by intelligently modifying the 
program code in the framework system. This paper deals with similarity comparison to determine the suspicion 
of illegal copying. In general, original source code should be provided for similarity comparison on both. 
However, recently, the suspected developer have refused to provide the source code, and comparative evaluation 
are performed only with executable code. This study dealt with how to analyze the similarity with the execution 
code and the circuit configuration and interface state of the system without the original source code.  In this 
paper, we propose a method of analyzing the data of the object without source code and verifying the similarity 
comparison result through evaluation examples. 
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1. Introduction 

 Since the software is written in text form, and saved as a file, it always has the characteristics of a product 
that can be duplicated. Recently, with the development of hardware-based application software such as smart 
media devices and IOT framework, high-productivity products were released, and releases of similar products 
caused the original copyright owner's business damage. Cases of illegal copyright have arisen through courts 
and police. In the software evaluation, the source code of the program should be provided as an object material 
to determine the similarity. But the suspected developer have refused to provide the source code for various 
reasons, and provided only the executable code embedded in the product, so making it difficult to compare the 
similarity with the source code. On the other hand, in the case of the original developer, a case of developing 
a product by requesting a development from a third party occurs, and there are cases in which the original 
source code of the company is not provided despite the suspicion of duplication of the other product.  The 
information device is basically manufactured in an integrated form, such as an application software under an 
embedded system and an operating system mounted on a hardware circuit board which has a specific processor 
and an input/output device. The developer designs the hardware configuration and functions suitable for the 
purpose of the product. And it is implemented to input/output interface programs and applications connected 
to this structure. Finally the program software is loaded to the hardware in process.[1]  In addition, when 
evaluating the object material on both sides with only the execution code, a comparison method such as reverse 
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engineering technique, sequence comparison of function execution, and GUI of the execution screen may be 
applied.  

 In this paper, we analyze the effectiveness of indirect comparison results and executable binary codes and 
propose a way to utilize them in the code evaluation results. 

 
2. Evaluation Process 
2.1 Flow and comparison 

The comparison flow is as below according to each issue. If an information system or a product suspected 
of duplicating the program source code is identified, the evaluation process proceeds as shown in order to 
determine similarity.  The dispute begins when a person who has suffered a disadvantage to intellectual 
property argue to a government agency of his complain. The Copyright Committee receives the object material 
from both parties and requests judgment from the expert. At this time, it is possible to specify a core part of 
the dispute, request partial evaluation, or make a demand request. The evaluation expert derives the similarity 
to the request item or the entire object. The evaluation is performed in units of detailed evaluation items, and 
in some cases, weights factor applied to evaluation items according to expert judgment. In addition, if an open 
program is used, it is possible to judge the exact similarity by performing the evaluation except the relevant 
part.[2]  Analysis of the data corresponds to the expertise of the evaluation, so it is also important to select 
suitable experts according to the evaluation objects. In addition to judging the similarity of the appraiser, an 
original part of the object is analyzed.   

At this time, even if the similarity is small, it can be judged to be illegal copy if it is judged that the copyright 
knowledge is stolen.  
 

 
Figure 1. Evaluation Flow 

 
There is a difference in the calculation method of the reference method compared with the original reference 

method according to the comparison method of the source code when the similarity is measured in the object 
analysis.[3]  The figure shows the matched parts of the source code for the source material on the left and the 
source material for the comparison on the right. Each block will be described as follows. X indicates the part 
where the original code and the comparison code match. Y and Z represent the original program and the 
additional portion of the suspected program. xx represents the same copy of the original source code used by 
a developer of doubtful doubts. 
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Figure 2. Compare rule of similarity 

 

In this case, the similarity calculation is calculated as shown in the following table. The amount of code to 
be matched is 40% of the original developer, but for developers who are suspicious of duplication, the 
similarity is calculated to 30%.  Therefore, there is a concern that the judgment may be changed depending 
on the method of calculating the degree of similarity. In other words, even if different calculation results are 
obtained for the same data, the result of similarity may not be reliable. 

 
Table 1 Two types of Evaluation result 

 
 

In general, illegal programs are made by modifying the source code, therefore it is difficult to make 
similarity analysis.  They add the block to the original program that has the original idea of the property 
owner. Also, in addition to the core function block of the original code, a method of modifying interface part 
such as GUI or display color is used.[4]   Therefore, in this case, the calculation method of the comparison 
standard gives an inaccurate result, and an error can be given to the result of the similarity calculation. In 
principle, the original standard evaluation method shall be used, and in exceptional cases, the comparative 
standard method shall be applied effectively.  However, there is no principle that any method is better, and it 
depends mainly on the expertise of the expert in analyzing the object materials.  
 

2.2 Device basics  

 The IoT information device is structured with the operating system.   A device driver and an application 
program are included in the processor and connected to the input / output interface for the user. The operating 
system is generally used to open programs such as Linux Kernel, developing device drivers for the hardware 
interfaces, and porting to the kernel.  Figure 3 shows the general internal components of a portable 
information device. It shows memory components for storing application programs, a keyboard for inputting 
and outputting information, an LCD and a touch pad, and communication ports for external 
communication.[5][6] 
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Figure 3. Configuration of portable embedded IoT system 

 
 Internet Protocol Television is defined as a system in which a digital television service is delivered over an 
IP network. As the data rate of the Internet network increases, the service becomes possible by using the 
Internet protocol that provides video streaming. It is a system that is made so that the contents can be 
broadcasted by the display of STB.[7][8]   An important feature of system is support for interactive 
broadcasting , which is provided by service providers to interactively use various video application services. 
That is, standard live broadcasting, interactive games, high-speed Internet browsing and so on are provided. It 
also provides a time-shifting function of the program broadcasted by the service combined with the video 
recorder. A function capable of bidirectional communication between a business operator and a user can 
analyze user's viewing preferences and provide customized contents. It is possible to provide the viewer with 
a selection of what to watch and when to watch. Video On Demand, which enables remote viewing of movies 
and dramas, is a service that provides viewers with the option of viewing the program they want to view at any 
time. The codecs used in the VOD are MPEG-2 and MPEG-4. [9][10][11] 

  
3. Comparison items  

The embedded information device is characterized in that the interface device, the device driver, and the 
software including the application program are operated in cooperation with each other based on the processor. 
[12] Especially, since the information system including the operating system such as the embedded system is 
manufactured by the cross development method, the source code is embedded in the development computer, 
and the target system is the device in which only the executable file is stored and operated, IPTV with IOT 
function added.  

 
Figure 4. Cross development environment 

 

3.1 System information  
 System means the type of product to be handled by the user and means the size, color, weight, position and 
shape of the interface button, size and resolution of the display screen, etc. All of the elements known as 
'product' specifications in general terms, starting with the product case, can be considered as emotion items. 
This is because, from the perspective of developers who are developing new products, everything starts with 
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the idea of the developer.  
 

3.2 PCB information 
 PCB (Printed Circuit Board) is a circuit board for connecting the design contents of a circuit diagram in real. 
It is made of copper plate on a plate of a certain size and connected with circuit parts. The size of PCB, Location, 
spacing between components, etc., all involve the developer's own design skills.  
 

3.3 Schematic information 
The circuit diagram is a circuit diagram showing the types of components constituting the hardware of the 

information device and the connection lines between the components. The circuit diagram is recognized as 
information including the developer's own technology, and the size position of the components in the drawing, 
Length type, and the name given to the connection line are all developer's own information.  
 

3.4 Software information 
 There is a difference in the language or operating system used depending on the processor applied to the 

system. When the operating system is applied, the structure of the kernel, the usage model, the device driver, 
and the application program are compared. In addition, the kinds of language and program flow chart used in 
development are used as important software comparison elements. [13] 
 

3.5 Operating characteristics information 
 In this paper, the operating characteristic information refers to sequential steps such as the user's switch, 

touch pad, and information input, which are turned on in the use of the information device system and operated 
according to the display condition. This process is designed by the developer considering the ease of use of 
the system. It is recognized that the program is created based on this procedure and the user input / output 
function is added.  
 

4. Performance Evaluation  
 The hardware which is the physical form of the system is the developer's original result. The shape, size, 

color of the case, display window for the interface, position and function of the button, etc. are correspond to 
the originality of the hardware. If the similarity is verified in the comparison of the two systems, it can be 
judged as illegal copy. 

 

4.1 Physical comparison 

The results of the comparison between the system developed by the defendant and the plaintiff and the system 
suspected of being stolen are shown in Fig.5. The design and arrangement of the front and back are different, 
and the size of the case is analyzed that the comparison system is made smaller than the original system. The 
two systems are judged to have no similarity. 

 
Figure 5. Case comparison result 
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Major components applied to the system are shown in Fig.6. The CPU used by the processor is the same 
product manufactured by Broadcom, and the tuner is identified as having a different reception scheme.   The 
model of remote control for system use was not the same. 

 
Figure 6. Parts comparison result 

 
4.2 Window menu comparison 

The operation screen of the system is controlled by the remote control. It is a function to show the menu on 
the screen for setting the receiver, changing the broadcast reception channel, or providing the convenience of 
viewing. The similarity verification compares the similarity by capturing the menu screens of the two systems 
by state. The target object is implemented using a public program, and the menu hierarchy defined in the open 
program is shown in Figure 7.  

 
Figure 7. Screen menu hierarchy 

 Both systems were implemented using the broadcast receiver public program in the Linux operating system 
environment.   Figure 5 shows the screen configuration for each of the two systems. We compared the 
similarities of the menu screens of the two systems based on the characteristic menu in the menu hierarchy.   
The menu screens for the three different vendor systems provided by the plaintiff were further analyzed.   As 
a result of similarity check, it is confirmed that the receiving system using the open program provides the same 
menu screen.  

 
4.3 Binary file comparison 

 The files included in the image files of the two systems consist of binary files. The defendant analyzes this 
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image file, and presents the illegality of the plaintiff as evidence of a specific directory character and its 
reciprocal characters found in both systems. Therefore, we used a binary file analysis tool (FSHED) to check 
whether a HEXA file contains a specific character. The analysis confirmed the inclusion of the corresponding 
strings in 12 firmware including images of other companies in the site providing the open program image of 
both systems. 

 
Figure 8. Binary file analysis 

 

4.4 Result of comparison 
 As described above, the analysis results for each evaluation item are shown in the following table.  The 

hardware was judged to be implemented differently in case size and print board pattern. The screen menu item 
was judged to be the same as the two systems implemented using an open source program, but this does not 
mean a result for illegal copying.  In remote control analysis, it is impossible for a remote control originally 
developed in general to be applied to both systems at the same time.  However, it has been confirmed that the 
object is manufactured and sold so that the remote controller developed by the same manufacturer is 
compatible with the remote controller.  Therefore, it is displayed the same, but it does not mean that it is 
duplicated.  In the Hexadecimal code, it was determined that the search for a specific word was based on the 
clone, but the code was identified as a common word in the open program. Similarity is marked as being, but 
has no meaning of duplication. As mentioned above, the result of the analysis on the items of evaluation cannot 
be regarded as illegal copy. 

Table 2. Comparison result 

 
 

5. Conclusion 
As a dispute arises due to the illegal copy of smart media devices and IOT framework, it is required to judge 

the similarity by evaluation to the object materials. In order to determine whether to duplicate the program 
source code, the program source code used in development must be provided as an object. However, the suspect 
of duplication refused to provide the original source code, and provided just only the executable code stored 
in the product. Therefore, it is difficult to compare the similarity from source code inspection. The information 
IT device is manufactured as an integrated form in which application software based on an embedded system. 
In there, an operating system is mounted on a hardware circuit board and an input/output device is executed.  
Therefore, when the comparison method with the source program is not possible one by one, it is possible to 
extract similarity from execution code, hardware structure, and operation procedure due to the characteristics 
of the program based on the hardware structure. This study showed the results of analysis and similarity 
analysis of information devices through practical evaluation cases. The characteristics applied by the 
developer's expertise were inspected, and when similar or identical parts were extracted from other devices, 
the possibility of using meaningful results that could be suspected of illegal copy was suggested. It is expected 
that intelligent replication attempts are applied in various ways, evaluation experts can be used to protect the 
copyright of the original developer as a process of deriving analysis and similarity from the developer's 
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perspective. 
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